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Abstract

With the widespread use of social media platforms, individuals have increasingly turned to these platforms to report
crimes, creating an evolving landscape for law enforcement and security agencies. Social media-based crime
reporting has emerged as a transformative approach to public safety, offering real-time updates, accessibility, and
community engagement. This study examines how social media platforms like Facebook and Twitter promote
community mobilization and real-time information sharing by applying Information Diffusion Theory (IDT) and
Social Network Theory (SNT). Notable examples, such as the Aluu Four lynching, End-SARS movement, Chibok
kidnapping and the 2023 presidential elections amongst other events, demonstrate how social media plays a crucial
role in increasing public knowledge, coordinating group efforts, and impacting legislative reforms. However, this
innovative method of reporting also brings forth several security implications that demand careful consideration.
By examining the advantages and challenges of social media for crime reporting, this study aims to provide insights
into how such practices can enhance security measures while mitigating potential risks. This study, therefore,
explores these security concerns and strategies for enhancing the security implications of social media-based crime
reporting. It discusses the potential risks of misinformation, privacy issues, tipping off perpetrators, and the
inadvertent exposure of victims and witnesses. The results emphasize the importance of adopting a well-rounded
strategy to utilize the capabilities of social media for reporting crimes, while also acknowledging the difficulties it
presents. The study highlights the need for collaboration between law enforcement agencies, policymakers, social
media platforms, and the public to develop a robust legal framework, promote responsible reporting practices, and
protect evidence integrity. The study therefore recommends the use of sophisticated verification technology, the
establishment of responsible reporting criteria, collaboration with social media platforms, and the implementation
of strong privacy protection measures.

KEYWORDS: Social media, crime reporting, innovation diffusion theory, social network theory, misinformation,
privacy, law enforcement.

INTRODUCTION

In the modern era, digital technologies have
profoundly reshaped how societies communicate,
share information, and engage with their
communities (Barrett-Maitland & Lynch, 2020).
Among these technologies, social media platforms
have transcended their original purpose as
networking sites to become pivotal channels for
news dissemination, community interaction, and
public discourse (Santos, 2024). One of the most
significant evolutions in this space is the utilization
of social media for crime reporting. These
platforms empower users to act as citizen
journalists, sharing real-time observations,
experiences, and evidence of criminal activities
(Ismail, 2022). This immediate dissemination of
information can assist law enforcement agencies in
responding swiftly to incidents, potentially
preventing further crimes (Wang et al.,, 2019).

https://www.theamericanjournals.com/index.php/tajpslc

Despite the promising benefits of social media-
based crime reporting, such as rapid information
dissemination = and increased = community
engagement, significant security implications arise.
Although platforms like Twitter, Facebook, and
Instagram facilitate real-time updates and mobilize
community responses, there remains a critical gap
in understanding how these digital tools can be
effectively integrated with traditional security
practices. Although social media is transforming
how crimes are reported and perceived, the
security implications of social media crime
reporting has received little attention in the
context of enhancing investigative processes and
intelligence gathering (Mabasa et al., 2022; Santos,
2024). Extant studies have scarcely addressed how
law enforcement agencies in Nigeria can leverage
social media for providing information, engaging
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with communities, and gathering intelligence
(Mabasa et al., 2022).

Furthermore, challenges such as verifying the
authenticity of information and managing
misinformation, are largely unexplored (Cheng,
2023). Privacy issues and ethical considerations
surrounding the responsible use of these platforms
for has been examined (Curiel et al, 2020).
However, studies have scarcely addressed the
extent to which misinformation and privacy
concerns impact law enforcement efforts and
public trust (Sundaram et al., 2021; Wang, 2024).
Although there is a clear need to harness the
potential of social media for crime reporting, little
attention has been given to integrating advanced
verification  technologies and establishing
responsible reporting guidelines (Caridade et al.,
2022; Baranauskas, 2020).

This study aims to fill this gap by examining the
impact of social media-based crime reporting on
enhancing security in Nigeria, analyzing how social
media platforms facilitate real-time information
sharing, mobilize community response, and
influence law enforcement actions. By exploring
case studies and evaluating the effectiveness of
social media in addressing security challenges, the
study aims to provide insights into the benefits and
limitations of digital platforms in improving
security and fostering collaborative efforts
between citizens and security agencies. By
optimizing the use of social media for crime
reporting, law enforcement agencies can enhance
their effectiveness in crime prevention and
investigation.

Theoretical Framework

This study will integrate Innovation Diffusion
Theory (IDT) and Social Network Theory (SNT) to
analyze both the adoption process of social media
for crime reporting and the dynamics of how
information travels through social networks. IDT,
developed by Everett Rogers in 1962, explains the
staged adoption (from early adopters to the
majority, and finally, laggards) of innovations like
social media for crime reporting, highlighting how
early adopters leverage platforms such as Twitter
and facebook for real-time updates, recognizing the
benefits of increased responsiveness and

community engagement (Kwamboka, 2024; Curiel
et al., 2020). This reflects a shift towards more
technologically-driven  security = frameworks,
emphasizing continuous monitoring and clear
policies (Soita & Njoroge, 2023).

Conversely, SNT provides a framework for
understanding the relationships and connections
within social networks, which are crucial for
enhancing security and investigative processes
(Long et al, 2023). It suggests that network
dynamics significantly influence individual
behaviors and outcomes (Jarvie, 2020). Utilizing
Social Network Analysis (SNA), law enforcement
agencies in Nigeria can identify key factors
affecting crime reporting and intelligence
gathering, leading to improved security measures
and investigative effectiveness (Jones et al., 2023).
Applying both theories offers a comprehensive
perspective on integrating digital tools with
traditional security practices, addressing the
scarcity of research on social media-based crime
reporting in Nigeria.

METHODS

This study utilizes an exploratory methodology to
investigate the role of social media in crime
reporting and its impact on security in Nigeria. It
gathers data from various secondary sources,
including academic journals, government
publications, NGO reports, social media platforms,
and relevant publications. The findings from this
analysis will provide insights and form the basis for
the study's discussion and conclusions on the
implications of social media-based crime reporting
for enhancing security in Nigeria.

RESULTS
Prevalence of Social Media

Social media, based on Web 2.0, facilitates global
communication through user-generated content
like text, images, and videos, empowering
individuals to create, publish, and connect (Jenzen
et al, 2020; Hendrayati & Pamungkas, 2020).
Features like private messaging, public posts, and
hashtags drive engagement and trends (Salte,
2022; Arora et al, 2019). It supports opinions,
discussions, activism, and social movements
(Purnama, 2021), and allows businesses to engage
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with audiences and conduct marketing (Chitanana
& Mutsvairo, 2019). Social media influences
culture, politics, education, and business, with
evolving impacts (Bhat, 2024).

Over 5 billion people (62.6% of the global
population) use social media, with 8.2 new users
per second (Polanco-Levican & Salvo-Garrido,
2022; DataReportal, 2024b). Users spend over 2

hours daily on 6-7 platforms monthly (Statista,
2024a; Forbes, 2024). Similarly, in January 2024,
social media use in Nigeria has grown to 36.75
million users (16.2% of the population) up from
31.6 million in January 2023, with WhatsApp,
Facebook, Twitter, and Instagram being popular
platforms DataReportal 2024a; Statista, 2023a;
Statista, 2024b; Schreurs & Vandenbosch, 2020).

Global Social Media Engagement
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Crime and Public Order Concerns In Nigeria

Crime in Nigeria is characterized by political
instability, citizen alienation, terrorism, and
violence, contributing to its ranking among the
countries with the most minor peace in the world,
as the Global Peace Index indicates (Statistica
2023b). The prevalent security concerns in Nigeria,
particularly regarding violent crime, are
characterized by worries about theft, home
invasions, and general attacks, with over 60% of

https://www.theamericanjournals.com/index.php/tajpslc

the population expressing apprehension (Statistica
2023b; Ukoji 2023). Theft, which includes
muggings, robberies, and car thefts, is the most
prevalent of these issues, indicating a widespread
sense of vulnerability. While verbal harassment is
a significant worry, the fear of physical harm
outweighs it (Yahaya, 2023; Babatunde et al., 2022;
Oluwaleye, 2021); emphasizing the pressing need
for social media-based crime reporting and
interventions to address these safety challenges.
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Public Order and Safety Concerns in Nigeria 2023

B Being mugged or robbed

80 B Things from car stolen
60 ® Home broken and things
stolen
M Car stolen
40
M Being attacked
20
m Being insulted
0

Percentage

Source: Statistica 2023b

Evolution of Crime reporting

The evolution of crime reporting in Nigeria has
been influenced by socio-demographic factors,
technological advancements, and changing
attitudes. Studies underscore the importance of
crime reporting for accurate statistics, victim
compensation, and offender punishment (Odey et
al,, 2021). However, a significant portion of crimes
goes unreported, complicating the assessment of
crime rates (Agazue, 2023). Over time, patterns in
reported crimes have fluctuated, with increases in
murder, rape, assault, and kidnapping, while
burglary and armed robbery have declined (Taiwo
et al, 2020). Technological advancements,
particularly the rise of social media, have

transformed crime reporting practices. More
crimes are now reported online rather than to the
police, potentially leading to underreported official
statistics (Ugwuishiwu et al., 2021).

From the bar chart below, the trend of reported
crimes from 2002 to 2011, peaking in 2005 and
dropping in 2008, reflects this complex interplay of
factors (NBS, 2015). This shift suggests that the
recentreduction in police-reported crimes may not
indicate a decrease in actual crime but a change in
reporting mechanisms (Taiwo et al, 2020).
Integrating social media reports into official crime
data is crucial for accurate crime trend
representation (Taiwo et al., 2020).

https://www.theamericanjournals.com/index.php/tajpslc
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Cases of Social Media-Based Crime Reporting In
Nigeria

In Nigeria, social media platforms like Twitter and
Facebook have increasingly been used for crime
reporting and information sharing. Kidnapping
incidents are frequently reported, with citizens
raising awareness and seeking assistance (Ajakaiye
et al, 2021). Armed robberies and thefts are also
shared, with victims and witnesses providing
suspect descriptions. Reports of violence by cult
groups in educational institutions have surfaced
(Akem-Vingir, 2020). Social media highlights
internet fraud, including "419 scams" and activities
of "Yahoo boys" (Chukwuka, 2022), and raises
awareness about human trafficking (Terwilliger,
2021). During elections, incidents of electoral
violence and irregularities are also reported
(Akinyetun et al, 2021). This study will look at
some case studies in explaining the prevalent use
of social media for crime reporting in Nigeria.

e Lynching and Vigilantism

The 'Aluu Four lynching' involved four University
of Port Harcourt students—Ugonna Obuzor, Toku
Lloyd, Chiadika Biringa, and Tekena Elkanah—who

were Kkilled on October 5, 2012, in Aluu, Rivers
State, Nigeria. Accused of theft without evidence,
they were subjected to jungle justice (Orjinmo
2022). This incident gained significant attention on
social media and it has significant security
implications. The dissemination of real-time
footage of the extrajudicial killings through social
platforms not only highlighted the prevalence of
"jungle justice" in Nigeria but also exposed flaws in
the country's law enforcement system (Tiwa,
2022). The viral nature of the incident on social
media sparked local and global outrage,
showcasing how such platforms can influence
public perceptions of security and justice (Curiel et
al, 2020). The ability of viewers to witness the
crime as it unfolded virtually created a sense of
being present at the scene, potentially intensifying
feelings of insecurity and fear among the populace
(Adekoya & Fasae, 2021).

e Police Brutality

Social media-based crime reporting in Nigeria has
shed light on numerous cases of police brutality,
leading to significant public outrage and
mobilization. Incidents such as the abuse of COVID-
19 emergency powers, where police officers were

https://www.theamericanjournals.com/index.php/tajpslc
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filmed flogging a woman in Osun State (Premium
Times, 2020a), as well as the viral video showing a
policeman extorting the sum of N40,000 from a
man whose car had been confiscated for apparently
flouting the lockdown orders (Premium Times,
2020b). Also, the killing of Chibuike Daniel Dominic
by police officers in Rivers State, was widely shared
on social platforms, fueling protests and calls for
justice (Nsirim & Nwakanma 2022; Alang et al,,
2022). This was one of the cases that heightened
the End-SARS protest in Port-Harcourt.

The 'End-SARS' movement, which originated on
social media, gained traction through platforms
like Twitter, Instagram, and Facebook, uniting
individuals with the shared objective of ending
police brutality (Osazuwa, & Oghogho 2024). The
movement's impact was evident in its extensive
reach, with millions of online mentions and tweets,
culminating in nationwide demonstrations and
global attention (Okunola, 2021). Social media not
only facilitated the coordination of protests but
also exposed the injustices committed by law
enforcement, compelling the Nigerian government
to be answerable in unprecedented ways
(Nwakanma, 2022). The interconnectedness
fostered by social media platforms played a crucial
role in amplifying voices, mobilizing support, and
advocating for systemic change in response to

police brutality in Nigeria.
* Electoral Violence

Social media has been pivotal in reporting electoral
violence and irregularities in Nigeria (Akinyetun et
al, 2021). Innovations like the election violence
tracker focused on incidents such as attacks on
electoral officials and party members (ACLED
2023). Viral posts, tweets, and live videos from the
obedient movement documented violence and
irregularities, giving a voice to the voiceless.
Reports highlighted issues at polling centers, late
result uploads on the INEC Results Viewing Portal
(IReV), and BVAS malfunctions. Following INEC's
announcement, numerous petitions on Change.org
called for action against electoral misconduct (Iso
Bassey, 2023; True My Voice Community, 2023).

The Nigeria Election Violence Tracker developed
by ACLED and CDD, monitors political violence
patterns around the 2023 Nigerian general
election. It provides updates on political and
military developments across Nigeria's six
geopolitical regions, featuring an interactive
dashboard with weekly data on reported violence,
focusing on election-related incidents such as
attacks on electoral officials and party members.
The chart below highlights the violence analysis
during the 2023 Nigeria presidential elections.

NIGERIA
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Federal Capital
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(]
Enugu
Lagos Anambra ‘
iztional @ @ [ebonyi P
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Source: ACLED - 2023 Nigeria Election Violence Tracker
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¢ Operation Amotekun

In southwestern Nigeria, the regional security
outfit Amotekun has gained significant praise and
attention on social media platforms like Twitter
and WhatsApp. Citizens actively report criminal
activities to Amotekun operatives via these
platforms, leading to prompt and successful
interventions (Ololajulo, 2022; Aderayo, 2023).
Established by the governors of Southwest Nigeria,
Amotekun aims to address escalating insecurity
and complement existing security efforts,
particularly in herder-farmer conflicts in states like
Ondo (Aderayo, 2023).

This reflects broader security sector reforms in
Nigeria, driven by the need to tackle insecurity and
the rise of vigilante groups (Nnabuihe, 2023). The
use of social media for reporting crimes to
Amotekun aligns with the trend of leveraging
digital media for security purposes (Garba &
Hasan, 2022; Uwalaka & Nwala, 2023). The active
citizen engagement in using technology for security
highlights the evolving nature of community
policing, integrating traditional and modern
security approaches (Dambo et al., 2021; Anyikwa,
2023).

e Kidnapping

In recent years, social media has become crucial in
enhancing security through crime reporting in
Nigeria. The Chibok kidnapping case of 2014 serves
as a powerful illustration of how social media can
influence security responses. When over 200
schoolgirls were abducted by Boko Haram, the
global outcry was significantly amplified by social
media platforms, particularly Twitter. The hashtag
#BringBackOurGirls went viral, mobilizing
international attention and pressure on Nigerian
authorities to act (Maigari & Abdul-Qadir 2019).
This widespread online advocacy highlighted the
capacity of social media to rapidly disseminate
information, rally global support, and drive action
in addressing major security crises.

Another notable example is from 2021 in Kaduna,
where residents actively used platforms like
Twitter to report kidnappings and coordinate with
local security forces. By providing real-time
updates on the movements of both kidnappers and

their victims, social media enabled prompt and
effective responses from authorities (Favourite
2022). This not only improved the speed of law
enforcement interventions but also showcased the
potential of digital platforms to significantly
enhance community safety and security in urgent
situations.

e Justice Movements

The cases of Sylvester Oromoni and Uwaila
Omozuwa illustrate the pivotal role social media
plays in advancing justice in Nigeria. The 2021
death of Sylvester Oromoni, a student at Dowen
College (Olaoluwa 2021), and the 2020 rape and
murder of Uwaila Omozuwa sparked significant
outrage and mobilization on platforms like Twitter
and Instagram (Orjinmo 2020). The hashtags
#JusticeForSylvester and #JusticeForUwa not only
amplified public demand for accountability but
also played a crucial role in drawing attention from
law enforcement agencies and ensuring thorough
investigations. This highlights how social media
can used through widespread advocacy and
community engagement.

Enhancing Security in Nigeria by Integrating Social
Media with Traditional Security Practices

Social media -based crime reporting has the
potential to significantly enhance security
measures. By leveraging social media platforms,
individuals and communities can quickly report
crimes, share information, and engage with law
enforcement agencies. The integration of social
media into law enforcement practices has shown
significant promise in enhancing community
engagement and crime prevention globally. Studies
highlight that platforms like Facebook and Twitter
enable meaningful interactions between the police
and the public, fostering trust and transparency
(Albaloushi, 2019). Regular updates on crime
alerts, security tips, and ongoing investigations
shared via these platforms help break down
traditional barriers. This encourages proactive
crime reporting and cultivates a culture of
collective responsibility for security (Dekker et al.,
2020).

Additionally,
invaluable

media has become an
digital evidence,

social
repository  of
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transforming criminal investigations. Platforms
provide photos, videos, and eyewitness accounts
that offer objective records, thereby supporting
law enforcement efforts. The real-time nature of
social media allows for swift responses to
incidents, as witnesses or victims can share
information immediately, ensuring the community
remains informed and vigilant (Kimberly, 2020).

Furthermore, the viral spread of information on
social media mobilizes the public to assist in
investigations, enhancing the effectiveness of law
enforcement through collective efforts (Fowler,
2020). Social media enables crowdsourcing of
information, where individuals contribute data and
insights that can aid in crime prevention and
investigation. Community engagement through
social media platforms helps build trust between
the public and law enforcement agencies. A notable
case study is the “YabaLeftOnline” initiative, which
uses social media to crowdsource information
about criminal activities in Lagos. This initiative

<
=

S.A4049 posts

-1 2SI

has successfully engaged the community in
reporting suspicious activities, leading to several
arrests and crime prevention measures
(YabaLeftOnline, 2020).

In Nigeria, the Lagos State Police Command's
Twitter account and the Nigerian Police Force's
Facebook page exemplify effective use of social
media for real-time updates and community
engagement (Uduma etal 2021; Peters & Ojedokun
2019; Nigerian Police Force, 2021). Also, Lagos
Neighborhood Safety Corps (LNSC) leverages
social media platforms to receive crime reports
from residents in Lagos. By maintaining active
social media accounts, the LNSC encourages
citizens to report crimes anonymously. This
approach has led to increased crime reporting and
a higher rate of crime resolution. The LNSC’s use of
social media has improved community policing
efforts and fostered a sense of shared
responsibility for public safety (LNSC, 2020).
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Security Implications of Social Media-Based Crime
Reporting

Research indicates that victim and witness safety is
a significant concern in the context of social media-
based crime reporting. The public nature of these
platforms can inadvertently expose personal
details, such as names and addresses, which
potentially endanger individuals’ involved
(Saulnier et al.,, 2022). This exposure is particularly
perilous in violent crimes or cases with malicious
intent, where perpetrators can easily locate and
target victims or witnesses (Wells et al., 2020). The
viral nature of social media further exacerbates
these risks, as once information is shared online,
controlling its dissemination becomes challenging
(Malsch, 2021).

Maintaining evidence integrity and a secure chain
of custody presents another major challenge in
social media-based crime reporting (Yaacoub etal,,
2021). Digital evidence on these platforms can be
rapidly altered or deleted, complicating its
preservation and admissibility in court (Soygut,
2022). The dynamic nature of social media makes

tracking the chain of custody difficult, as posts,
messages, photos, and videos can be reshared
multiple times, potentially compromising their
reliability and credibility (Yaacoub et al., 2022).

Moreover, reporting crimes on social media can
inadvertently tip off perpetrators, allowing them to
alter their behavior, evade capture, or intimidate
witnesses (Margolis & Amanbekova, 2023). Public
crime reports may enable criminals to monitor
mentions of their activities and adjust their tactics
to avoid detection (Barrett-Maitland & Lynch,
2020). Additionally, the visibility of these reports
can attract other criminals seeking to exploit
security weaknesses or gather intelligence on law
enforcement activities, potentially compromising
investigations and endangering personnel.

Relying solely on social media for crime reporting
can also create a false sense of security, leading
individuals to neglect official reporting channels
(McElhattan, 2022). This reliance can result in
incomplete crime data, as social media reports may
not be integrated into official databases, hindering
law enforcement’s ability to allocate resources
effectively and develop crime prevention
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strategies. Furthermore, delays in response time
can occur if social media reports do not promptly
reach appropriate law enforcement personnel,
allowing criminals more time to evade capture or
commit further offenses.

Authenticity & Misinformation in Social Media
Crime Reporting

Misinformation on social media can lead to serious
consequences, including panic, fear, and confusion
within communities. The rapid and widespread
dissemination of false information can create a
sense of insecurity and strain law enforcement
agencies, which must respond to a high volume of
potentially false reports (Bruns, et al 2023). The
emotional and sensational nature of such content
often fuels its virility, making it appealing to share
without verification. This can divert law
enforcement resources from genuine crime
incidents, delaying responses to legitimate
emergencies. Despite the debunking of
misinformation, its impact can persist and shape
public opinions (Pennycook & Rand).

Verifying the authenticity of social media-based
crime reports is complex due to the anonymous
and pseudonymous nature of many posts (Bailey et
al, 2021). Unlike traditional crime reporting
methods, social media allows users to maintain
anonymity, making it difficult to verify the accuracy
and credibility of the information shared (Bailey, et
al 2021). Anonymity can shield individuals from
accountability, allowing them to spread false
information without fear of consequences. Social
media platforms often lack robust mechanisms for
identity verification, further complicating the
process of distinguishing between credible users
and those with malicious intent.

Privacy and Ethical Concerns in Social Media-Based
Crime Reporting

Privacy and ethical concerns are paramount in
social media-based crime reporting, particularly
regarding the sharing of sensitive information
about victims and witnesses. The openness and
extensive reach of social media platforms present
significant risks for individuals involved in crime
incidents. One primary privacy concern is the
inadvertent disclosure of personal details, such as

names, addresses, or contact information, by
individuals reporting crimes on social media. Such
information, when publicly accessible, can expose
victims to harassment, retaliation, or further harm
from perpetrators or malicious actors (Ateeq &
Chaudhry, 2022).

Similarly, witnesses sharing accounts of crime
incidents may unintentionally reveal their
identities or other identifying details, putting
themselves at risk, especially if they are critical to
ongoing investigations or essential for prosecuting
perpetrators (Bodunde et al, 2023). The public
nature of social media platforms allows crime-
related information to reach a broad audience,
including individuals with malicious intentions.
Privacy considerations become even more critical
in cases involving sensitive crimes, such as sexual
assault, domestic violence, or incidents involving
vulnerable populations.

DISCUSSION

Social media platforms like Twitter and Facebook,
have transformed real-time information sharing,
aligning with Information Diffusion Theory (IDT)
by rapidly spreading updates about crimes and
security threats. This immediacy facilitates quicker
public and law enforcement responses, as
exemplified by the End-SARS movement, which
leveraged social networks to organize protests and
amplify activist messages. Similarly, the Chibok
kidnapping case demonstrated social media's
ability to mobilize global support and highlight
urgent issues, illustrating IDT’s diffusion process in
action.

One of the primary benefits of social media-based
crime reporting is the ability to facilitate real-time
communication between the public and law
enforcement agencies. Platforms such as Twitter
and Facebook, allow users to report crimes
instantly, providing timely information that can be
crucial for rapid response. For instance, during the
#EndSARS protests in Nigeria, social media played
a pivotal role in documenting and reporting
incidents of police brutality. The widespread use of
hashtags enabled quick dissemination of
information, prompting immediate reactions from
both local and international communities
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Also, the vast amount of data generated through
social media can be harnessed for predictive
analytics to identify crime patterns and hotspots.
Law enforcement agencies can use advanced data
analytics tools to analyze social media posts,
comments, and trends to predict potential criminal
activities and allocate resources more effectively.
For example, the Nigerian Police Force has started
integrating social media monitoring tools to track
and analyze crime-related conversations, which
has helped in identifying emerging threats and
preventing crimes before they occur.

Social Network Theory (SNT) further elucidates
these dynamics by emphasizing the role of
interconnected networks in community
mobilization. The success of the Lagos State Police
Command and the Nigerian Police Force in using
social media for real-time updates and engagement
highlights SNT's concept of network ties facilitating
effective communication between citizens and law
enforcement. This interconnectedness enhances
collaboration and community involvement in
security efforts.

However, social media also presents challenges.
The public nature of these platforms can
inadvertently expose personal details, endangering
victims and witnesses. The spread of
misinformation can lead to public panic and
misallocate resources, disrupting the diffusion
process outlined by IDT and distorting perceptions
as described by SNT. Additionally, the dynamic and
often uncontrolled nature of social media
complicates the preservation and authenticity of
digital evidence. Privacy concerns arise as social
networks amplify the risk of exposing personal
details, making it difficult to control sensitive
information and maintain evidence integrity. Thus,
while social media significantly impacts crime
reporting and security, it is crucial to manage these
platforms carefully to mitigate their potential
downsides.

CONCLUSION

This study emphasizes the ambivalent nature of
crime reporting through social media,
demonstrating its substantial influence on

improving security. The findings demonstrate that
social media platforms have a significant impact on

increasing awareness and facilitating community
reactions through real-time updates and extensive
network connections. However, they also pose
risks related to privacy breaches, misinformation,
and evidence integrity. To address these issues,
there is the need to include adopting advanced
verification technologies, establishing responsible
reporting guidelines, collaborating with social
media platforms, and implementing robust privacy
protection  measures. Strengthening legal
frameworks, utilizing data analytics, and providing
training for law enforcement personnel are also
critical. By proactively addressing these challenges,
stakeholders can maximize the potential of social
media to enhance security and support effective
law enforcement efforts.
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