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Abstract 

This artcle examines the issues of ensuring the stability of information transmission systems in digital banking services. In 

particular, the study focuses on the operating principles of information transmission modules used in ATM and infokiosk 

systems, their reliability indicators, and their impact on service efficiency. The research identifies technical failures, 

communication disruptions, and information security challenges that arise in modern digital infrastructure. Based on this, 

effective methods for improving system stability are proposed. Special attention is given to the role of monitoring systems, 

backup communication channels, and technical diagnostics in ensuring continuous and reliable data transmission in ATM 

and infokiosk networks. The study demonstrates that improving the stability of information transmission systems 

contributes to enhancing the quality of banking services, reducing operational risks, and ensuring higher reliability of 

customer service in digital banking environments. 
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1. Introduction 

In recent years, the rapid development of the digital 

economy has significantly transformed the banking 

sector, leading to the widespread implementation of 

digital banking services. Modern banking systems 

increasingly rely on automated service channels such as 

Automated Teller Machines (ATMs) and infokiosks, 

which provide customers with fast, convenient, and 

continuous access to financial services. In this context, 

the efficiency and reliability of information transmission 

systems play a crucial role in ensuring the uninterrupted 

operation of these devices. Information transmission 

systems serve as the backbone of digital banking 

infrastructure, enabling real-time data exchange between 

banking servers and remote service devices. In ATM and 

infokiosk networks, these systems are responsible for 

processing transactions, verifying user data, and 

maintaining secure communication channels. Any 

disruption in data transmission may lead to transaction 

delays, system failures, or even financial losses, thereby 

negatively affecting customer trust and overall service 

quality. 

With the increasing complexity of digital banking 

environments, ensuring the stability of information 

transmission systems has become a critical challenge. 

Factors such as network congestion, hardware 
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malfunctions, software errors, and cybersecurity threats 

can significantly impact system performance. Therefore, 

the development and implementation of effective 

methods for maintaining system stability are essential for 

improving operational efficiency and minimizing risks. 

This study aims to analyze the stability of information 

transmission systems in digital banking services, with a 

particular focus on ATM and infokiosk infrastructures. 

The research explores key reliability indicators, 

identifies potential sources of system instability, and 

proposes practical approaches for enhancing system 

performance. Special emphasis is placed on the use of 

monitoring tools, backup communication channels, and 

technical diagnostics to ensure continuous and secure 

data transmission. 

The significance of this research lies in its contribution 

to improving the reliability and efficiency of digital 

banking services. By enhancing the stability of 

information transmission systems, banks can provide 

higher-quality services, reduce operational disruptions, 

and strengthen customer confidence in modern banking 

technologies. 

In addition to their functional importance, ATM and 

infokiosk systems have become essential components of 

modern banking infrastructure, especially in regions 

where digital transformation is rapidly progressing. 

These systems reduce the workload of traditional bank 

branches and enable financial inclusion by providing 

services in remote and underserved areas. However, their 

effectiveness is directly dependent on the stability and 

reliability of underlying information transmission 

systems. The increasing volume of transactions and the 

demand for real-time processing require high-

performance communication networks capable of 

handling large-scale data exchange with minimal latency. 

In ATM and infokiosk environments, even short-term 

interruptions in connectivity may result in incomplete 

transactions, data inconsistencies, or system downtime. 

Therefore, maintaining uninterrupted communication 

between devices and central banking systems is a key 

requirement for sustainable digital banking operations. 

Moreover, the integration of advanced technologies such 

as cloud computing, Internet of Things (IoT), and secure 

communication protocols has introduced new 

opportunities as well as challenges. While these 

technologies enhance system capabilities, they also 

increase system complexity, making stability 

management more difficult. As a result, banks must 

adopt comprehensive strategies that combine technical, 

organizational, and economic approaches to ensure 

system resilience. 

2. Literature Review 

In recent studies, the reliability of digital banking 

systems has been widely discussed in the context of 

financial stability and service quality. According to 

Mishkin (2019), the efficiency of financial systems is 

closely related to the reliability of technological 

infrastructure that supports transaction processing. 

Similarly, Rose and Hudgins (2018) emphasize that 

modern banking services increasingly depend on 

automated systems, where operational failures may lead 

to significant financial and reputational losses. From a 

technological perspective, the stability of information 

transmission systems has been extensively analyzed 

within the framework of computer networking. Kurose 

and Ross (2021) highlight that network performance, 

latency, and packet loss directly influence the reliability 

of distributed systems, including banking infrastructures. 

Tanenbaum and Wetherall (2019) also note that 

communication protocols and network architecture play 

a critical role in ensuring uninterrupted data exchange 

between system components. 

Furthermore, international organizations have addressed 

the importance of operational resilience in financial 

systems. The Basel Committee on Banking Supervision 

(2021) underlines that banks must develop robust 

mechanisms to ensure continuity of critical operations, 

even under adverse conditions. In this context, the 

stability of information transmission systems is 

considered a fundamental requirement for maintaining 

operational resilience. 

In addition, cybersecurity has become an essential aspect 

of digital banking stability. The European Central Bank 

(2020) emphasizes that secure communication channels 

and protection against cyber threats are necessary to 

prevent data breaches and unauthorized access. These 

factors directly affect the reliability and trustworthiness 

of ATM and infokiosk services. 

Recent research also focuses on the performance of ATM 

networks under varying operational conditions. Sharma 

and Gupta (2020) analyze the reliability of 

communication networks in banking systems and 

conclude that system failures are often associated with 

network congestion and hardware limitations. Similarly, 

Kumar and Singh (2019) demonstrate that the 
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performance of ATM networks significantly depends on 

load conditions and system configuration. 

Overall, the reviewed literature indicates that the stability 

of information transmission systems is a 

multidimensional issue that combines technical 

reliability, economic efficiency, and security 

considerations. Despite the extensive research in this 

area, there remains a need for integrated approaches that 

address both technological and operational aspects of 

system stability in ATM and infokiosk networks. 

3. Methodology 

To better understand this process, the interaction between 

system components can be represented as follows 

(Figure 1): 

 

Figure 1. Architecture of Information Transmission in ATM and Infokiosk Network Systems. 

The figure illustrates the architecture of information 

transmission within ATM and infokiosk network systems 

in a digital banking environment. The model 

demonstrates the interaction between mobile terminals, 

access points, ATM switch, control station, and the 

central ATM network. 

Mobile terminals and infokiosk-like devices connect to 

the system through access points, which serve as 

intermediaries for data transmission. These access points 

ensure the initial communication between user-side 

devices and the core banking infrastructure. The ATM 

switch acts as a central processing unit that manages 

transaction routing, authentication processes, and 

communication control. 

The connection between the ATM switch and the ATM 

network is established through standardized interfaces 

such as UNI (User Network Interface) and NNI 

(Network-to-Network Interface), which provide 

structured and secure data exchange. The control station 

monitors system performance and ensures operational 

stability by detecting and managing potential faults in 

real time. 

This architecture highlights the importance of stable 

communication channels and coordinated interaction 

between system components. Any disruption at one stage 

of the transmission process may affect the overall 

performance of ATM and infokiosk services, 

emphasizing the need for reliable and efficient 

information transmission systems. 

To better illustrate the operational sequence and data 

exchange processes within ATM systems, it is essential 

to present a structured model of transaction flow. 

Understanding how information is transmitted between 

the customer, ATM machine, and banking infrastructure 

provides deeper insight into system stability and 

performance. 

In particular, ATM transactions involve multiple stages 

of interaction, including user authentication, transaction 

request processing, authorization, and service execution. 

Each of these stages requires continuous and reliable 

communication between system components. Therefore, 

analyzing the transaction flow allows for identifying 

critical points where system instability may occur. 

The following figure presents a detailed model of the 

transaction process in ATM systems, highlighting the 

sequence of operations and the flow of information 

between key components (Figure 2): 
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Figure 2. ATM Transaction Process and Information Flow Model. 

The model presented in Figure 2 clearly demonstrates the 

sequential structure of ATM transaction processing and 

the corresponding flow of information between system 

components. Each stage of the transaction involves a 

specific exchange of data, which must be performed 

accurately and without interruption. 

The process begins with user interaction, including card 

insertion and PIN verification, followed by the selection 

of transaction type and input of the requested amount. 

These operations generate data that must be transmitted 

to the bank server for authentication and authorization. 

The response from the server determines whether the 

transaction is approved or declined. 

A critical aspect of this process is the dependence on 

stable communication channels between the ATM 

machine and the central banking system. Any delay or 

disruption during authentication or authorization stages 

may result in transaction failure or incomplete 

operations. This highlights the importance of ensuring 

high reliability and minimal latency in information 

transmission systems. 

Furthermore, the involvement of peripheral components 

such as the cash dispenser and receipt printer requires 

synchronized operation with the core system. These 

devices depend on timely and accurate signals from the 

ATM controller, which in turn relies on successful data 

exchange with the server. 

The analysis of this model confirms that the stability of 

ATM and infokiosk systems is determined by the 

coordinated interaction of hardware, software, and 

communication subsystems. Therefore, the 

implementation of robust transmission protocols, real-

time monitoring, and fault-tolerant mechanisms is 

essential for maintaining system performance and 

service continuity. 

4. Results 

The stability of information transmission systems in 

ATM and infokiosk infrastructures can be evaluated 

using reliability theory and performance indicators. One 

of the fundamental models used to describe system 

reliability is the exponential reliability function: 

R(t)=e^(-λt)    (1) 

where: 

R(t)-system reliability probability over time, 

λ-failure rate of the system, 

t-operating time. 

This model shows that as operating time increases, the 

probability of failure-free operation decreases. In ATM 

and infokiosk systems, maintaining a low failure rate is 

essential for ensuring uninterrupted service. 

Another important indicator of system performance is 

availability: 

A=MTBF/(MTBF+MTTR)  (2) 

where: 
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MTBF – Mean Time Between Failures, 

MTTR – Mean Time To Repair. 

High availability indicates that the system operates with 

minimal downtime, which is critical for real-time 

banking services. 

The structure of the information transmission system can 

be represented conceptually as follows: 

User Device (ATM / Infokiosk) → Access Point → 

Communication Network → ATM Switch → Bank 

Server. 

In this scheme: 

- ATM and infokiosk devices initiate transactions; 

- access points provide network connectivity; 

- communication networks transmit data; 

- ATM switch manages routing and control; 

- bank server processes and stores transaction data. 

The stability of the entire system depends on the 

reliability of each component. Failure in any stage may 

disrupt the overall operation. 

In modern digital banking environments, the stability of 

information transmission systems plays a decisive role in 

ensuring uninterrupted financial services. ATM and 

infokiosk infrastructures operate as distributed systems, 

where each component is interconnected through 

communication networks. The effectiveness of such 

systems depends on the ability to maintain continuous 

and secure data exchange between end-user devices and 

central banking servers. 

One of the primary challenges in maintaining system 

stability is the dependence on network connectivity. 

ATM and infokiosk devices often operate in 

geographically diverse locations, including areas with 

limited or unstable network coverage. In such conditions, 

communication disruptions may occur due to signal 

degradation, network congestion, or infrastructure 

limitations. These issues can lead to delays in transaction 

processing or temporary service unavailability. 

Another important factor affecting system stability is the 

technical condition of hardware components. 

Communication modules, routers, and switching devices 

must function reliably under varying operational 

conditions. Over time, hardware degradation and 

environmental factors such as temperature fluctuations 

or power supply instability may negatively impact 

system performance. Therefore, regular maintenance and 

timely replacement of critical components are essential 

for sustaining operational reliability. 

Software reliability also plays a crucial role in ensuring 

stable system performance. Errors in system 

configuration, outdated software versions, or 

incompatibility between different communication 

protocols may result in data transmission failures. To 

address these challenges, banks must implement 

standardized protocols and regularly update system 

software to ensure compatibility and security. 

Furthermore, cybersecurity has become an integral 

aspect of system stability. As ATM and infokiosk systems 

handle sensitive financial data, they are potential targets 

for cyberattacks. Unauthorized access, data interception, 

or malicious interference may disrupt normal system 

operations and compromise data integrity. Implementing 

strong encryption methods, secure authentication 

mechanisms, and continuous security monitoring is 

necessary to mitigate these risks. 

Improving the stability of information transmission 

systems directly contributes to the overall operational 

efficiency of banking services. Stable systems ensure 

faster transaction processing, reduce service 

interruptions, and enhance customer satisfaction. In ATM 

and infokiosk networks, this is particularly important as 

users expect immediate and reliable access to banking 

services at any time. 

One effective approach to enhancing system stability is 

the implementation of redundancy mechanisms. By 

introducing backup communication channels, such as 

alternative network connections, the system can continue 

to operate even if the primary channel fails. This 

significantly reduces the risk of complete service 

disruption. 

Another important method is the use of real-time 

monitoring systems. These systems continuously analyze 

network performance and detect anomalies before they 

develop into critical failures. Early detection allows for 

rapid intervention, minimizing downtime and 

maintaining service continuity. 

In addition, predictive maintenance strategies can be 

applied to identify potential failures in advance. By 

analyzing historical performance data, banks can forecast 

possible system issues and take preventive measures. 
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This approach not only improves system stability but 

also reduces maintenance costs. With the ongoing 

advancement of digital technologies, new opportunities 

are emerging for improving the stability of information 

transmission systems. The integration of artificial 

intelligence and machine learning techniques enables 

more accurate prediction of system behavior and 

automated decision-making in network management. 

Moreover, the adoption of advanced communication 

technologies, such as high-speed wireless networks and 

cloud-based infrastructures, provides greater flexibility 

and scalability. These technologies allow banks to handle 

increasing volumes of transactions while maintaining 

high levels of performance and reliability. 

In the future, the development of intelligent and self-

adaptive systems will play a key role in ensuring the 

stability of ATM and infokiosk networks. Such systems 

will be capable of automatically adjusting to changing 

conditions, optimizing resource allocation, and 

preventing failures without human intervention. 

5. Conclusion 

In conclusion, the stability of information transmission 

systems is a fundamental requirement for the effective 

functioning of digital banking services, particularly in 

ATM and infokiosk infrastructures. The analysis 

conducted in this study demonstrates that reliable 

communication between system components ensures 

uninterrupted transaction processing and enhances the 

overall quality of banking services. 

The research highlights that system stability is influenced 

by multiple factors, including network reliability, 

hardware performance, software compatibility, and 

cybersecurity measures. Any disruption in these 

elements may lead to operational inefficiencies, 

transaction failures, and reduced customer trust. 

Therefore, maintaining a high level of system stability is 

essential for minimizing risks and ensuring continuous 

service availability. 

The study also emphasizes the importance of 

implementing advanced solutions such as redundant 

communication channels, real-time monitoring systems, 

and predictive maintenance strategies. These approaches 

significantly improve system resilience and reduce the 

likelihood of unexpected failures in ATM and infokiosk 

networks. 

Furthermore, the integration of modern technologies, 

including artificial intelligence and advanced 

communication infrastructures, offers new opportunities 

for enhancing system performance and adaptability. Such 

innovations enable more efficient management of 

information transmission processes and support the 

development of intelligent and self-regulating banking 

systems. 

Overall, improving the stability of information 

transmission systems contributes to higher operational 

efficiency, better service quality, and increased customer 

satisfaction in digital banking environments. The 

findings of this study can be used as a basis for further 

research and practical implementation in the 

optimization of ATM and infokiosk systems. 
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