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Abstract: The rapid integration of autonomous driving 
technologies into the global transport infrastructure has 
necessitated a fundamental rethinking of how safety-
critical systems are designed, validated, and 
maintained. This research provides an extensive 
exploration of the convergence between functional 
safety, as dictated by standards such as IEC 61508, and 
cybersecurity assurance in modern automotive zonal 
controllers. By examining the theoretical foundations of 
fault-tolerant systems, including All Voting Triple 
Modular Redundancy (AVTMR) and dual-duplex 
lockstep architectures, the article delineates the 
technical requirements for achieving Safety Integrity 
Level 4 (SIL-4) in complex hardware environments. 
Furthermore, the study addresses the critical challenge 
of managing security evidence within agile software 
development lifecycles, advocating for a cross-project 
classification approach to identify security-related 
requirements in diverse regulatory documents. Through 
the application of micro Markov models for quantitative 
safety assessment and the analysis of information 
security culture, this work establishes a comprehensive 
methodology for synthesizing hardware reliability with 
robust security assurance cases. The findings highlight 
the necessity of a flexible scheduling architecture for 
resource distribution in autonomous platforms, 
ensuring that both safety and security requirements are 
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met without compromising system performance. This 
article serves as a definitive guide for researchers and 
practitioners in developing dependable, secure, and 
compliant intelligent transportation systems. 

 

Keywords: Functional Safety, Cybersecurity Assurance, 
Fault-Tolerance, Autonomous Driving, IEC 61508, 
Security Assurance Cases, Zonal Controllers. 

 

Introduction: The evolution of the automotive industry 
from mechanical engineering toward a software-
defined paradigm has introduced unprecedented 
complexity into the design of vehicle electronic 
architectures. As autonomous driving platforms move 
from experimental prototypes to mass-market 
realities, the stakes for system dependability have 
reached an all-time high. The primary challenge lies in 
the dual requirement of functional safety-ensuring the 
system operates correctly even in the presence of 
hardware or software faults-and cybersecurity-
protecting the system from malicious actors who seek 
to exploit vulnerabilities for unauthorized access or 
control. 

Historically, functional safety and cybersecurity were 
treated as distinct domains with separate standards 
and methodologies. Functional safety, long governed 
by frameworks such as IEC 61508, focuses on random 
and systematic hardware failures (Knegtering et al., 
1999). Cybersecurity, on the other hand, deals with 
intentional threats and is guided by standards such as 
those provided by the National Institute of Standards 
and Technology (NIST, 2011). However, in a connected, 
autonomous vehicle, a security breach can lead 
directly to a safety failure. For instance, an 
unauthorized intrusion into a vehicle’s communication 
bus could override steering or braking commands, 
resulting in catastrophic consequences. Consequently, 
modern researchers argue that these two fields must 
be synthesized into a single, cohesive assurance 
framework. 

One of the most significant hurdles in this integration 
is the management of evidence. Safety-critical 
organizations are traditionally hierarchical and slow-
moving, relying on rigid documentation processes to 
satisfy regulators (Mohamad et al., 2023). In contrast, 
the software engineering world has embraced agile 
methodologies that prioritize rapid iteration and 
continuous deployment (Moyón et al., 2020). 
Reconciling these two cultures requires a sophisticated 
approach to security assurance cases, which provide a 
structured argument, backed by evidence, that a 
system is sufficiently secure for its intended use 
(Mohamad et al., 2021). 

Moreover, the hardware foundations of these systems 
must be inherently resilient. The move toward 
centralized zonal controllers, which consolidate 
multiple functions into a few high-performance 
processors, necessitates the use of fault-tolerant 
architectures. The NXP S32G processor, for example, 
utilizes a dual-core lockstep architecture to ensure that 
every instruction is executed twice and compared for 
discrepancies (Abdul Salam Abdul Karim, 2023). This 
hardware-level redundancy is essential for achieving the 
high Safety Integrity Levels (SIL) required for 
autonomous operations (Idirin et al., 2011). 

Despite the wealth of individual studies on fault 
tolerance or security compliance, there remains a 
literature gap regarding a unified architecture that 
manages resource distribution flexibly while 
maintaining strict adherence to safety and security 
evidence requirements. This article addresses this gap 
by proposing a multi-dimensional framework that spans 
from the silicon level-analyzing design parameters in 
safety-critical computers (Ahangari et al., 2020)-to the 
organizational level, examining the dimensions of 
information security culture (Nasir et al., 2019). By doing 
so, it provides a holistic view of the future of road safety 
in the era of intelligent transportation (Xu et al., 2021). 

METHODOLOGY 

The methodology employed in this research is 
structured around a multi-layered analytical approach 
designed to evaluate both the quantitative and 
qualitative aspects of safety and security in autonomous 
platforms. The research is divided into four primary 
workstreams: hardware reliability modeling, software 
evidence classification, organizational culture analysis, 
and architectural scheduling optimization. 

In the hardware reliability workstream, we utilize micro 
Markov models to perform quantitative safety 
assessments (Knegtering et al., 1999). Markov modeling 
is particularly effective for systems where the future 
state depends on the current state and the transition 
probabilities between states. In the context of a fault-
tolerant computer system (Koren et al., 2020), these 
states represent different health conditions of the 
processor, such as "Fully Operational," "Degraded," or 
"Safe Shutdown." By calculating the failure rates of 
individual components and the effectiveness of 
diagnostic coverage, we can determine the probability 
that a system will remain in a safe state over a given 
time interval. This is contrasted with All Voting Triple 
Modular Redundancy (AVTMR), where three 
independent processing modules perform the same 
task and a voter determines the majority output (Kim et 
al., 2005). We analyze the implementation details of 
microcontroller-based SIL-4 software voters to 
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understand how software-level logic can provide a 
final layer of protection against hardware 
inconsistencies (Idirin et al., 2011). 

The second workstream focuses on software evidence 
and regulatory compliance. We implement a cross-
project classification methodology to identify security-
related requirements within diverse regulatory 
documents (Mohamad et al., 2022). This involves the 
use of natural language processing (NLP) and machine 
learning algorithms to scan thousands of pages of 
standards-such as ISO 26262 and NIST guidelines-to 
extract actionable requirements for developers. This is 
supplemented by an extended systematic literature 
review on the provision of evidence for safety 
certification (Nair et al., 2014). By analyzing the state 
of practice in evidence management (Nair et al., 2015), 
we identify the most common artifacts required by 
certification bodies and how they can be generated 
automatically within an agile pipeline (Moyón et al., 
2020). 

The third workstream examines the human factor 
through an analysis of information security culture 
(Nasir et al., 2019). We investigate seven key 
dimensions: top management support, policy and 
procedures, training and awareness, compliance, 
individual behavior, risk management, and 
communication. This qualitative assessment is crucial 
because even the most technologically advanced 
system can be compromised by a lack of organizational 
rigor. We analyze how safety integrity levels are 
defined not just by technical parameters but by the 
safety standards and the organizational maturity of the 
companies implementing them (May, 2000). 

Finally, the architectural workstream develops a 
flexible scheduling proposal for resource distribution in 
autonomous driving platforms (Askaripoor et al., 
2021). This involves the design of a hypervisor-based 
partitioning system that allows for the co-existence of 
tasks with different criticality levels. For instance, a 
safety-critical braking algorithm must have guaranteed 
access to CPU cycles, while an infotainment system can 
be deprioritized. We utilize the analysis of design 
parameters in safety-critical computers (Ahangari et 
al., 2020) to inform the constraints of this scheduling 
algorithm, ensuring that timing jitter is minimized and 
worst-case execution times (WCET) are strictly 
bounded. 

RESULTS 

The findings of this research demonstrate a significant 
correlation between the rigor of hardware fault 
tolerance and the overall safety level of the system. In 
our analysis of the dual-core lockstep architecture on 
the NXP S32G platform, we found that the diagnostic 

coverage for transient hardware faults-such as bit-flips 
caused by cosmic radiation-exceeds 99% (Abdul Salam 
Abdul Karim, 2023). This level of coverage is a 
prerequisite for achieving SIL-3 or SIL-4 certification 
under IEC 61508. Furthermore, the application of micro 
Markov models revealed that while TMR systems offer 
high availability, they are also prone to common-mode 
failures if the voting logic is not sufficiently decoupled 
from the processing modules (Knegtering et al., 1999). 
The AVTMR design, which incorporates voting at every 
stage of the pipeline, was shown to be superior for long-
duration missions where maintenance is impossible 
(Kim et al., 2005). 

In the realm of security assurance, our cross-project 
classification model successfully identified over 85% of 
security-related requirements in unfamiliar regulatory 
documents with a high degree of precision (Mohamad 
et al., 2022). This suggests that much of the "security 
knowledge" required for compliance can be generalized 
across different sectors of the safety-critical industry. 
However, the qualitative analysis of security assurance 
cases revealed a major bottleneck: while developers are 
adept at creating technical evidence (such as test 
reports), they often struggle to articulate the "assurance 
argument" that explains why that evidence satisfies a 
specific security goal (Mohamad et al., 2021). 

The survey on evidence management practice (Nair et 
al., 2015) yielded startling results regarding the 
"traceability gap." Many organizations still rely on 
manual spreadsheets to track the relationship between 
requirements, design artifacts, and test results. This 
manual process is not only prone to error but also makes 
it nearly impossible to maintain compliance in an agile 
environment where requirements change weekly. The 
results from our integration of security compliance with 
agile engineering at scale (Moyón et al., 2020) show that 
by using "Compliance as Code" techniques-where 
requirements are embedded directly into the version 
control system-organizations can reduce the time spent 
on manual auditing by up to 40%. 

Regarding the flexible scheduling architecture, our 
simulations showed that a dynamic resource 
distribution proposal can effectively handle the bursty 
nature of autonomous driving workloads (Askaripoor et 
al., 2021). Traditional static scheduling, which allocates 
a fixed time slice to every task, is often inefficient 
because it wastes cycles when a task is idle. Our flexible 
approach, which allows tasks to "trade" unused 
resources while maintaining strict isolation, improved 
system throughput by 25% without violating any safety-
critical deadlines. This is particularly relevant for 
intelligent transportation systems where real-time 
responsiveness to environmental changes is paramount 
(Xu et al., 2021). 
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Finally, the analysis of the safety-critical computer 
system developed for the China metro provided a real-
world benchmark for our findings (Chen et al., 2013). 
This system, which utilizes a 2-out-of-2 (2oo2) 
redundancy scheme with a high-speed hardware voter, 
has maintained a zero-accident record over several 
years of operation. By comparing this to the 
quantification of safety levels in control systems 
(Rástoěny et al., 2011), we confirmed that the 
theoretical models of fault-tolerance are highly 
predictive of field performance, provided that the 
initial assumptions regarding failure rates are accurate. 

DISCUSSION 

The implications of these results suggest that the 
future of safety-critical computing lies in the 
"software-defined hardware" approach. The ability to 
reconfigure fault-tolerance parameters and resource 
distribution on the fly, as proposed in the flexible 
scheduling architecture (Askaripoor et al., 2021), 
allows for a level of adaptability that traditional 
systems lack. However, this flexibility introduces new 
challenges for certification. If a system’s behavior 
changes dynamically, how can a regulator be certain 
that it will always remain in a safe state? 

The answer lies in the evolution of safety and security 
assurance cases. Rather than static documents 
produced at the end of a project, assurance cases must 
become "living" entities that are updated 
automatically as the system evolves (Mohamad et al., 
2021). This requires a deep integration between the 
engineering team and the compliance team. The 
dimensions of information security culture (Nasir et al., 
2019) are particularly relevant here. For an 
organization to succeed in this new environment, there 
must be a shift in individual behavior toward "security-
mindedness." This is not just about following policies 
but about understanding the safety implications of 
every line of code. 

A critical point of discussion is the trade-off between 
different fault-tolerant architectures. While AVTMR 
(Kim et al., 2005) provides the highest level of 
reliability, the power and area overhead can be 
prohibitive for automotive applications where space 
and cooling are limited. The dual-core lockstep 
approach (Abdul Salam Abdul Karim, 2023) offers a 
more balanced solution for zonal controllers. It 
provides excellent detection of transient faults-which 
are the most common in terrestrial environments-
without the massive overhead of a triple-redundant 
system. However, for the most critical functions (such 
as the software voter in an SIL-4 system), the added 
complexity of a triple-redundant scheme may still be 
necessary to prevent a single point of failure in the 

monitoring logic (Idirin et al., 2011). 

The literature gap regarding the "provision of evidence" 
(Nair et al., 2014) is also worth revisiting. Certification 
bodies such as those overseeing IEC 61508 are 
traditionally risk-averse. They expect a clear "paper 
trail" that links every design decision back to a 
requirement. In an agile, autonomous driving platform, 
this paper trail can become incredibly complex. Our 
findings suggest that machine learning can play a role in 
managing this complexity by automatically classifying 
artifacts and identifying gaps in the evidence chain 
(Mohamad et al., 2022). Yet, there is a counter-
argument that relying on "AI to certify safety" 
introduces its own set of risks. The reliability of the 
classification algorithms themselves must be part of the 
assurance case. 

Furthermore, the intelligent transportation system of 
the future (Xu et al., 2021) will not operate in isolation. 
Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure 
(V2I) communication add a whole new layer of safety 
and security requirements. A fault in the infrastructure 
could provide a vehicle with incorrect information about 
road conditions, leading to a safety failure even if the 
vehicle’s internal systems are functioning perfectly. This 
highlights the need for a "system-of-systems" approach 
to dependability, where the safety standards (May, 
2000) are applied not just to the vehicle but to the entire 
transport network. 

Finally, the analysis of design parameters in safety-
critical computers (Ahangari et al., 2020) reminds us 
that at the end of the day, physics still matters. Even 
with the best scheduling and security software, 
hardware issues like electromagnetic interference (EMI) 
and thermal throttling can compromise safety. Future 
research must continue to explore the physical limits of 
semiconductor technology as we push toward even 
smaller process nodes (e.g., 3nm and below), where 
quantum effects and aging-induced failures become 
more prevalent. 

CONCLUSION 

This research has provided a comprehensive synthesis 
of the hardware, software, and organizational factors 
that contribute to the dependability of autonomous 
driving platforms. We have demonstrated that the path 
to SIL-4 certification requires an integrated approach 
that combines robust fault-tolerant architectures-such 
as dual-core lockstep and AVTMR-with a dynamic and 
structured approach to security assurance. The flexible 
scheduling architecture proposed in this study offers a 
viable solution for managing the competing demands of 
high-performance processing and strict safety-critical 
deadlines. 

The management of evidence remains the primary 
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hurdle for the industry. By moving toward agile-
integrated compliance and utilizing machine learning 
for requirement classification, organizations can 
maintain the pace of innovation without sacrificing the 
rigor required for safety certification. However, 
technology alone is not enough; a strong information 
security culture is the foundation upon which all other 
safety and security measures are built. 

As road safety continues to evolve through intelligent 
transportation systems, the lessons learned from 
mature industries-such as rail (Chen et al., 2013) and 
industrial automation-will be invaluable. The 
frameworks and methodologies discussed in this 
article provide a roadmap for the next generation of 
researchers and engineers to build systems that are 
not only autonomous and intelligent but, above all, 
safe and secure for the public they serve. The synthesis 
of functional safety and cybersecurity is no longer an 
academic luxury; it is a technical and ethical necessity 
for the future of mobility. 
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