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Abstract:
blockchain technology to enhance the integrity and

This study explores the application of

reliability of concrete test logs in civil engineering
projects.
managing concrete test data are susceptible to

Traditional methods of recording and
tampering, errors, and loss, which can compromise
structural safety and project outcomes. The proposed
cryptographic

immutable distributed ledgers to securely timestamp

solution  leverages hashing and
each test entry, ensuring tamper-proof records with
verifiable audit trails. The system integrates seamlessly
with existing concrete testing workflows by capturing
test data directly from devices, encrypting it, and
submitting hashes to a blockchain network. Smart
contracts automate verification processes, improving
transparency and accountability. The study further
the

transaction efficiency, and usability through simulation

evaluates solution’s  security performance,
and prototype testing. Results indicate significant
data

long-term

improvements in immutability, regulatory

compliance, and storage capabilities
compared to traditional systems. However, challenges
such as transaction latency, scalability, industry
resistance, and data privacy require careful mitigation
through hybrid blockchain models, targeted training,
and regulatory engagement. Future directions include
integration with Internet of Things (loT) sensors for real-
time monitoring, Al-driven predictive analytics, and
interoperability with Building Information Modeling
(BIM)

promises to transform construction quality assurance by

systems. This blockchain-enabled approach

embedding security and transparency throughout the
data lifecycle, fostering safer, more accountable, and
digitally advanced civil engineering practices.
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Data Integrity, Construction Quality Assurance.
INTRODUCTION

Concrete testing is a crucial component of the quality
assurance activities for construction projects. It contains
essential information that can be used to verify that
building materials meet structural, durability, and safety
standards. Data obtained in these tests, including
compressive strength, slump, air content, and curing
time, is usually recorded and stored in the form of test
logs. The first ones can be described as the official
records of adherence to construction specifications and
the regulatory requirements. The integrity of concrete
test logs, nevertheless, is still at risk in most construction
projects
alterations to their test data due to human error, the

contexts. Infrastructure have reported
omission of overseers, or even intentional falsification.
Not only does such activity violate engineering ethics,
but it also compromises structural safety and exposes
stakeholders to potential legal, financial, and
reputational risks. Any forged or tampered test result
can compromise the integrity of a large-scale building
bridge or other roadway, subjecting the structure to a

high degree of danger.

Legacy data recording systems can be mostly manual or
not secured in digital media. Those systems, such as
spreadsheets or unprotected PDFs, are not secure
enough to prevent unauthorized modifications or data
loss. Even though some firms have adopted centralized
database systems to manage testing data, the system
remains vulnerable to manipulation by privileged users
or cybersecurity attacks. In addition, under challenges or
audits, it is difficult to demonstrate data validity and its
timestamp, especially when audit trails are incompetent
or inadequate. To address these issues, blockchain
technology offers innovative and viable solutions to
A blockchain
timestamped, tamper-evident, digital, decentralized

secure concrete test records. is a
ledger that stores information securely in blocks. When
the data is uploaded to the blockchain and verified by
the network, it becomes impossible to edit or obliterate
it, as the network will detect any changes. This trait
lends it specific suitability when needed in high-trust and
data

transactions, medical records, and, more recently,

integrity  applications, such as financial

construction quality control.

The use of blockchain timestamping in concrete testing
will enable the guarantee that every test record is
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permanently linked to a verifiable timestamp and stored

in an immutable form. Such a method increases
transparency and accountability while also easing
subsequent audits and legal examinations. Once added
to the construction process, it can eliminate problematic
manual logbooks by providing verifiable, secure, and
automated electronic records. The article examines the

concept of blockchain timestamping as a tool for

handling concrete test logs. It introduces the
background technology and investigates industry
practices to be followed, provides a practical

implementation model, and, in addition, assesses the
advantages and limitations associated with this system.
It is intended to demonstrate how, in this way, it is
possible to enhance data integrity and accountability
within the construction industry, thereby achieving safer
and more compliant built environments.

2. Context and Industry Review
2.1 Overview of Standard Concrete Testing Practices

Quality assurance in contemporary construction is
based on concrete testing (21). It serves as a critical tool
to check the quality of materials used in building
projects against established engineering standards and
to determine whether they meet the required
performance criteria. These tests are performed on both
fresh and hardened concrete and aim to assess various
properties, including workability, strength, durability,
and curing behavior. For example, the slump test
evaluates the workability of fresh concrete and
determines whether the concrete can be applied and
compacted without segregation. One of the most
important tests is the compressive strength test, which
measures how well the concrete can withstand loads
before failure. Additional tests, such as air content
measurements, assess durability under freeze-thaw
conditions, while monitoring temperature and curing
time further influences test outcomes. Typically, these
procedures are conducted by qualified specialists either
in specialized laboratories or directly on construction
sites. The results are meticulously documented and
compiled into test logs containing critical information
such as the date and time of the test, the testing method

employed, the technician’s identity, ambient
temperature, and individual test outcomes. These logs
are then submitted to engineers, contractors,

consultants, and regulatory authorities for verification
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of compliance with design requirements and building

codes. This process is essential for maintaining

construction quality and ensuring structural safety (14).

As shown in Table 1, standard concrete testing practices

in construction involve a range of tests—such as slump,
compressive strength, and air content—to ensure
compliance with design requirements, building codes,
and quality standards.

Table 1: Overview of Standard Concrete Testing Practices in Construction

Aspect

Description

Purpose of Testing

- Ensure compliance with engineering standards
- Verify performance against design specifications

- Fresh concrete: Slump test (workability)

Test Types - Hardened concrete: Compressive strength test (load-bearing capacity)
- Other: Air content, temperature, curing time
Slump Test Evaluates workability and checks for segregation risks in fresh concrete

Compressive Strength
Test

Assesses concrete’s ability to withstand loads before failure; a key performance

indicator

Air Content Test

Measures air voids for assessing freeze-thaw durability

Temperature & Curing

Monitored to ensure proper hydration and strength development

Testing Environment

Conducted in laboratories or on-site by qualified technicians

Test Log Details

- Date and time of test
- Test method used

- Technician’s identity
- Ambient conditions
- Specific test results

Stakeholders Using Data

Engineers, contractors, consultants, and regulatory authorities

End Goal

Validate compliance with design requirements, building codes, and quality standards.

2.2 Conventional Log Recording/Storage Strategies

Although the process of testing is technically based, the
strategies behind recording and documenting test
results are obsolete and insecure. Test logs are often
written on paper forms or printed on paper in many
construction projects. In cases where digital tools are
the is usually
transferred manually to spreadsheets or text files. With

used to access data, information
such manual handling, the chances of making errors and
omissions, as well as inconsistency, are highly likely. In
the case of digital storage, this typically involves local
databases or shared drives on computers. Such systems
are not always adequately secured with access control
and can be edited maliciously or accidentally deleted. In
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other instances, test management software enables the
saving of results in editable formats, e.g., Microsoft
Excel or Word. It is not possible to reliably determine
that the records have not been modified since they were
created without tamper-resistant protections or audit
the
inefficiencies of these systems even more (35).

trails in place. Long-term projects expose
Documents on paper can get lost or destroyed due to
weather conditions, or they can be lost because of
inadequate archiving efforts. Finding a specific test
output from an earlier stage of the project can be time-
consuming and unreliable when documentation is

scattered or, at best, inconsistent.

2.3 Manipulation of Documents: Reasons and Instances
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Manipulation of concrete test logs is subject to both
intentional and unintentional factors. In other cases, a
technician or project manager may be under pressure to
meet deadlines or adhere to construction schedules and
will alter the results beyond acceptable limits. Reporting
on good results leads to avoiding delays and rework in
the short run, but this comes at the expense of long-
term safety and responsibility. In other cases, a human
factor is involved. Errors in data entries, incorrect
labeling of samples, or transcriptional errors can go
unnoticed, resulting in incorrect records being archived
and consulted. The lack of real-time control and third-
party verification also contributes to the problem,
especially in isolated locations or small projects where
external reviews are now common. These vulnerabilities
highlighted (5).
Investigations into structural failures have, at times,

have been in many incidents
revealed that critical concrete test logs were either
missing or fabricated. In several high-profile cases,
contractors and testing agencies were found to have
manipulated or falsified data to avoid penalties or to
These
demonstrate the severe consequences that poor record-
keeping practices can cause, including legal disputes,

financial losses, and even threats to human safety (12).

keep projects on schedule. examples

2.4 Basics of Blockchain Technology Applicable to
Timestamping

Blockchain brings a practical solution to modern times

Transaction is
represented as a block

A node raises
transaction request

il

[ ___ &1 |
Transaction is
completed

for keeping construction records secure, particularly the
(11).
where each data

construction test It forms a digital,
block

connected to a preceding block by using cryptographic

logs
decentralized ledger, is
builds. Each transaction is marked with a timestamp and
is shared among a network of nodes; unauthorized
changes are highly noticeable, and, in practice, they are
impossible to make. It is a structure that guarantees that
once a test result is uploaded to the blockchain, the data
will be permanent and traceable. Immutability implies
that any alteration to a record will cause discrepancies,
which the system will automatically detect due to their
negligible nature. Additionally, blockchain systems
would enable authorized stakeholders to access and
verify records without relying on a central authority,
The

blockchain ensures timestamping, and thus, every

thereby enhancing transparency and trust.

record is tied to a particular point in time (18). This offers
both legal and procedural precision of when a given test
has been carried out and reported. A set of these
characteristics makes blockchain the most suitable
technology to use when working with concrete test
data.

As illustrated in Figure 1, the transaction flow in a
blockchain network ensures that each test log is
timestamped, securely recorded, and verifiable across a
decentralized system.

all nodes of the network

Block is broadcasted to

Py s
.Jl.-
ol

(V] eV
== A

Transaction is validated
by the nodes

A new block is added to
the existing blockchain

Figure 1: Transaction flow in a blockchain network.

2.5 Current Applications of Blockchain in Construction

Although blockchain is still in its early adoption stage, it
is slowly infiltrating other aspects of the construction
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it is

implemented to automate contracts via smart contracts

industry. In project management, being

that execute agreements automatically when specific
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conditions are met. This has proven particularly helpful
in milestone payments and contractor responsibility.
Blockchain will be utilized in material supply chains,
be
trackable, ensuring end-to-end visibility and preventing

where the materials used in construction will
the use of counterfeit or inferior input materials. There
is also the development of digital identities associated
with employees and machines aimed at enhancing
safety and efficiency on construction sites.

In the field of quality assurance, some pilot programs
have demonstrated that blockchain can be utilized to
securely store the results of inspections, site reports,
and environmental monitoring data. These efforts have
indicated that blockchain systems can also streamline
documentation steps, enhance compliance tracking, and
minimize the administrative overhead burden of
Spreading technology
procedures such as the use of concrete test logs is a

auditing. blockchain to
logical extension of recent technological advancements.
Blockchain can help resolve long-standing issues of
document manipulation and unreliable storage by
ensuring real-time verification of test data through
immutable timestamps, thereby promoting safer and

more transparent construction activities (13, 19).

3. Blockchain-Based Timestamping for Test Logs

3.1 Understanding Timestamping and Blockchain
Immutability

The text and data encoding scheme used in this context
enables the secure connection of every log entry to the
precise time when a given test was developed. This
leaves a timeline that will not be changed without
detection. Blockchain further enhances this by utilizing
timestamps embedded into a distributed, immutable
ledger (25). When a record is inserted into the
blockchain, it forms a chain of data blocks. The individual
blocks are connected by a cryptographic hash that
references the prior block, creating an unbreakable
virtual chain that can hardly be compromised without
disrupting the entire series. Records in the blockchain
thereby become non-modifiable; that means they
cannot be modified, concealed, or destroyed without
explicit signs of tampering. In the case of concrete test
logs, this was designed to ensure that the test results,
after they are entered and either confirmed or not, are
in the
cryptographic structure of the chain, which would be the

immovable. The creation of a mismatch

result of any effort to do so, would be instantly
Consequently,
consistent framework for verifying data integrity.

noticeable. blockchain provides a

As illustrated in Table 2, key concepts in timestamping
and blockchain immutability—such as cryptographic
hashing, tamper detection, and distributed ledgers—
ensure the integrity and permanent verifiability of test
log data.

Table 2: Key Concepts in Timestamping and Blockchain Immutability

Concept Description

Timestamping

Records the exact date and time when a test log is created

Blockchain Ledger

A distributed and immutable digital record system

Data Blocks

Each block stores test log data and a timestamp

Cryptographic Hash

Links each block to the previous one, ensuring chain integrity

Immutability

Once recorded, data cannot be altered or deleted without detection

Tamper Detection

Any unauthorized change disrupts the chain and is immediately noticeable

Application to Test Logs

Ensures test results are permanently verifiable and protected from manipulation

Data Integrity Guarantee

Blockchain structure guarantees that original records remain secure and trustworthy
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3.2 Main Elements: Hash Functions, Distributed

Ledgers, and Consensus

Three essential elements make blockchain suitable for
timestamping and securing concrete test logs: hash
distributed
mechanisms. Hash functions refer to algorithms that

functions, ledgers, and consensus

transform data into a fixed-length sequence of
characters, also known as a hash value (1). A slight
modification of the input data will produce a distinct
hash. In the example of testing concrete, it is possible to
hash each test log, and this hash could be stored on a
blockchain. The test data is kept in absolute safety,
whereas the hash is its fingerprint. This enables the data
to be checked at any point without needing to store the

entire dataset on the blockchain.

The distributed result of blockchain

decentralization, where a copy of the data is stored in

ledger is a

more than one node of a network. This eliminates the
need for a single point of control, and the chances of

/1 éonsensué\ M

\\ Protocol /
\\\;77 7//

data loss or corruption are minimized. All participants
share the same information in the network, and any
additional information must go through a consensus
process. The consensus mechanisms refer to the rules
that determine the correctness of new entries. The
methods vary, such as Proof of Work, Proof of Stake, or
Practical Byzantine Fault Tolerance, depending on the
specific blockchain. Those actions ensure that only
approved and confirmed information is inserted into the
blockchain, thereby preventing the replication of false
data. All these elements provide a robust security
network that ensures the accuracy and reliability of
concrete testing data throughout the construction
process.

As shown in Figure 2, the fundamental concepts of
blockchain—hash functions, distributed ledgers, and
consensus mechanisms—form the backbone of a secure
and decentralized system ideal for timestamping and
verifying concrete test logs

Hash

Immutable
Ledger

N Distributed

Network

Figure 2: Blockchain — Fundamental concepts for beginners

3.3 Smart Contracts in Automated Verification

Smart contracts are computer programs that facilitate
an agreement to enforce prescribed actions when a
specified condition is met automatically. Smart
contracts are self-executing programs that do not
require human interaction on a blockchain. They are
instrumental in automating verification procedures and
ensuring that data processing is handled strictly by pre-
approved rules. In the example of concrete test logging,
before recording the incoming data, intelligent contracts
can be applied to verify the completeness, proper

formatting, and logicality of the incoming data, among
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other checks. As another example, a smart contract
might decline a compressive strength reading that falls
outside the viable range of a specified mix design or
signal any input that lacks necessary metadata, like time,
date, or tester identification number. The smart contract
also enables the issuance of an automated message to
pertinent parties whenever new logs are added or an
irregular situation is identified (15). This improvement
enhances efficiency and provides real-time updates to
project managers, and

engineers, regulators,

eliminating the need for manual record checks.
Moreover, smart contracts enable the rejection of

human bias and subjectivity in the data validation

https://www.theamericanjournals.com/index.php/tajet



process, thereby enhancing the trustworthiness of the
records.

3.4 Safe Timestamping Process: Test to Blockchain
Record

Within the blockchain-based timestamping process,
designed with concrete test logs, various synchronized
procedures are required to achieve accuracy, security,
and traceability between when a test is carried out and
when it is ultimately registered in the blockchain. It
starts with the performance of a concrete test. The
technician or equipment that does the tests feeds the
test data into a digital interface. These data consist of
the type of test, date, time, place, qualifications of
technicians, and numerical readings. The information is
then hashed through a hash function to produce a
which
representation of the test record. The hash and relevant

unique hash value, serves as a secure
metadata are then sent to the blockchain through a
secure channel. A smart contract also verifies the input
structure and its integrity before storing it. After being
verified, the information is recorded in the new block,

which is connected to the previous one using its hash.

This block is then shared across the entire blockchain
network, where all nodes authenticate it through the
consensus mechanism. Upon confirmation, the entry
becomes a permanent one to the ledger. At this point,
any authorized party may access the record, validate the
timestamp, and verify that no changes have occurred to
that record since its creation. The original test log can be
stored off-chain in a secure database or a hypothetical
digital vault, while the blockchain contains the hash and
timestamp to enable verification. This approach offers
an economical balance of security, efficiency, and
storage costs, allowing for the management of large
volumes of data while ensuring complete traceability.
This secure workflow transforms weak and insecure
concrete test logs into authenticated, tamper-proof
records that can be trusted during inspection audits and
compliance reporting (26, 27).

4, METHODOLOGY
4.1 Research Approach and Design

This research employs design-based mixed-methods

research, incorporating system design, prototype

development, and simulation-based validation. This is
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primarily to design and implement an assessment of
blockchain use in the form of a timestamping system,
specifically in the context of concrete test logs within a
civil engineering project. The study begins by conducting
an extensive review of the literature to gain knowledge
of existing practices in concrete testing, as well as how
blockchain has been utilized in the construction
industry. Following this, the research develops a system
architecture design that combines concrete testing
machines with blockchain networks, providing secure
and immutable timestamping. A prototype is then
executed using suitable blockchain platforms and
development tools. Lastly, the system's functionality,
security, and performance are tested by simulating a
test log and transactions on the blockchain.

4.2 Architecture and Components

The suggested design of the system comprises several
components that operate in tandem to enable a
seamless process of data collection, hashing, encryption,
and blockchain integration (4). The strength and quality
of concrete are determined directly by using standard
test equipment, such as a compression test machine or
non-destructive testing equipment. Automatic capture
of test parameters and results can be performed using
digital data acquisition interfaces, thereby reducing the
likelihood of human error when manually entering
Upon gathering, logs are
transformed into distinctive digital fingerprint formats
based on cryptographic hash functions, such as SHA-
256. This procedure ensures data integrity by enabling
the identification of any unauthorized alterations. The
sensitive data is also encrypted before it is written on
the blockchain to maintain confidentiality. Hashed and

results. individual test

encoded data are then posted in the blockchain network
in the form of transactions, where the distributed ledger
captures each entry with a specific timestamp, thus
creating an auditable trail. Blockchain utilizes smart
contracts to automate the process of verifying the
authenticity and proper sequence of test logs.

As shown in Table 3, the system architecture for

blockchain-based timestamping includes key

components such as data acquisition interfaces,
cryptographic hashing, and smart contracts—all working
together to ensure the secure, automated, and tamper-

proof recording of concrete test data.
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Table 3: System Architecture and Components for Blockchain-Based Timestamping

Component Function

Concrete Testing Equipment

Uses devices like compression machines or non-destructive testers to assess
concrete strength and quality

Data Acquisition Interfaces .
input errors

Automatically captures test parameters and results digitally, reducing manual

Cryptographic Hashing (e.g.,
SHA-256)

Converts each test log into a unique digital fingerprint to ensure data integrity

Data Encryption
vp confidentiality

Secures sensitive information before submission to the blockchain, maintaining

Blockchain Network ) )
immutable timestamp

Stores hashed and encrypted data as transactions, each with a precise and

Distributed Ledger

Ensures all recorded entries are visible, tamper-proof, and auditable

Smart Contracts

Automate verification of test log authenticity and maintain the correct sequence
within the blockchain structure.

4.3 Selection and justification of the platform

The blockchain platform used by the system is chosen
after comparing various proposals, including Ethereum,
Hyperledger Fabric, and Corda (31). The final decision is
contingent upon the support of these contracts, the
assurance of security and assurance of, and the ability to
regulate access to essential critical data related to
constructing essential critical blockchains, such as those
of Hyperledger Fabric, which may be preferable because
it provides a strong security guarantee, allowing access
only through authorized parties while maintaining
transparency and traceability. The selected platform
should also offer a robust developer ecosystem and
extensive tooling to support the creation of prototypes
and their future scaling.

4.4 Development Environment and Tools

The prototype is built using a combination of

programming languages and frameworks that align with
the desired blockchain platform. In Ethereum, smart
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contracts are written in Solidity and developed using a
development framework, such as Truffle or Hardhat. In
the case of Hyperledger Fabric, Go or JavaScript has
been used to write chain code utilizing the Fabric SDKs.
Due to the size and sensitivity of concrete test data, off-
chain storage solutions such as the Interplanetary File
System (IPFS) or secure cloud databases are utilized to
store bulk data, with only cryptographic hashes
recorded on-chain to link the data immutably. They can
have test and simulation conditions, such as Ganache or
a local blockchain network, to test transaction
validation, aided by a script that creates realistic log

entries written in Python or JavaScript.

As illustrated in the Figure below, innovative contract
the
languages,

development involves selecting appropriate

blockchain platform, programming and
tools—such as Solidity with Truffle for Ethereum or
Go/JavaScript with Hyperledger Fabric—alongside off-
chain storage solutions for handling large volumes of

concrete test data.
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Figure 3: Smart Contract Development

4.5 Setting up and Validation of Simulation

The simulation scenario requires the production of
synthetic test data on concrete that closely resembles
that found in the real world, such as standard logs, time-
delayed entries, and cases where the logs have been
altered. There are essential aspects in the process of
validation. The accuracy of the timestamps is calculated
by comparing the timestamps written in the blockchain
with the system's time to ensure their accuracy. The
system's capability to alert to tampering would be
tested by making invalid modifications to the store log
and verifying whether the system can detect these
adjustments. The performance of transactions is
evaluated in terms of time and the cost consumed
between transactions on the blockchain. Lastly, the
usability of the system is achieved through a process of
collecting feedback from engineers and inspectors
during simulated workflow integration, verifying that
the user interface for performing tasks is intuitive and

well-suited to the existing workflow of concrete testing.

5. Implementation Strategy
5.1 Technical Integration into Current Workflows

The implementation of the blockchain-based
timestamping system must be performed intelligently,
with a focus on integrating it into existing testing
practices in a manner that minimizes interference and
maximizes the potential for seamless migration. The
technical integration aims at integrating the standard
concrete testing devices and data acquisition systems
with the blockchain-based platform. One key aspect is a
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phone interface design that can extract test logs,
properly format them, and send them to the
timestamping system in a secure manner without

requiring significant changes to existing procedures.
5.2 Middleware and API Interoperability

To facilitate interoperability across the diverse software
and hardware used on construction sites, the system
leverages Application Programming Interfaces (APIs)
and middleware solutions. These components act as
translators and data brokers, enabling communication
among concrete testing equipment, blockchain nodes,
and off-chain storage by handling data translation. The
middleware layer manages data formatting, encryption,
and transaction processing, allowing engineers and
inspectors to continue using their existing tools while
benefiting from the enhanced security features of
blockchain technology (9, 8).

5.3 Engineer and Inspector User Interface

Another critical issue in implementation is designing a
user-friendly interface for engineers and inspectors to
use (16). The functions of this interface include
submitting test logs, verifying timestamp records, and
authenticating data. Emphasis is placed on user
experience to minimize learning curves and increase
trust in the new system. Among the features are clear
visualization of test log status, automatic notifications
on tampering detection, and easy access to audit trails.
The system facilitates easy adoption due to the
integration of capabilities into mobile and desktop

applications that are widely used in the field.

5.4 Demo Transaction: Log and Timestamping Demo
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To illustrate how the system operates, an example
transaction flow demonstrates the creation, generation,
and timestamping of a specific test log on the
blockchain. This is done by first acquiring raw test data
on a device, after which it is then auto-hashed and
encrypted. This cryptographic hash is then included in a
blockchain transaction and is proposed for addition to
the distributed ledger. When a transaction is confirmed,

the timestamp is recorded permanently, cannot be

block

block 3 /

piock 2 g
/

seed

N

altered by any entity on the network, and can be
independently verified by anyone with access to the
network.

As demonstrated in Figure 4, the demo transaction flow
showcases how raw test data is hashed, encrypted, and
securely timestamped on the blockchain, ensuring
permanent, tamper-proof records accessible through
Web3 data engineering principles.

"headg
A /
‘\a\gi

data 2 | checkpoint 2

data 1 | checkpoint 1

Figure 4: Introduction to Web3 Data Engineering

5.5 On-Chain vs. Off-Chain Data Management Options

On-chain and off-chain data management are carefully
curated to maximize performance, minimize costs, and
ensure privacy. Blockchain technology can ensure
solidity and the likelihood that necessary metadata,
such as timestamps and hash values, will be permanent
and transparent, as sensitive data and a large amount of
test data are kept off-chain in dynamic databases or
distributed systems. This hybrid strategy saves on
transaction costs and latency yet provides a predictable
connection between off-chain data and on-chain proofs,
with both security and efficiency when handling large
numbers of concretized test records.

6. Evaluation and Analysis

6.1 Security Performance: Tamper Detection and Audit
Trails

The blockchain-based timestamping system aims to
achieve key security goals: detecting any unauthorized
modifications to concrete test logs and maintaining a
complete audit trail. During evaluation, the system’s
tested by
deliberately altering test data after timestamping. These
identified the

tamper detection capabilities were

changes were reliably through

The American Journal of Engineering and Technology

blockchain’s cryptographic hashing mechanism, as any
alteration to the original data created a mismatch
between the stored hash and the recalculated hash.
Furthermore, the distributed ledger provides a logical
audit trail where each new entry is permanently
timestamped with precise transaction time and origin,
and is verifiable by all authorized stakeholders (24, 20).

6.2 Analysis of Transaction Cost and Time

The cost and time required to carry out each blockchain
transaction were also measured, as this is an essential
aspect necessary for the practical implementation of
blockchain technology in building construction projects.
The results showed that the mean confirmation time of
transactions on different platforms and networks using
blockchain platforms varied depending on the selected
platform and the nature of the network. Specifically,
permissioned blockchains yielded lower latencies than
those of public networks. To reduce transaction costs,
only limited critical metadata was stored on-chain, while
extensive test data files were located off-chain. This
combined storage approach was highly successful in
reducing operational expenditure and ensuring the
system scaled correctly, even with a large number of test
logs, without compromising bacteriophage security.
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As illustrated

blockchains such as Hyperledger Fabric and Quorum

in the Figure below, permissioned

demonstrated significantly lower confirmation times

and transaction costs compared to public blockchains
like Ethereum and Bitcoin.

Comparison of Blockchain Platforms: Transaction Cost and Confirmation Time

600} - Confirmation Time (s) -1 2
== Transaction Cost (LSD)
500 -1.0
w o
v 400t -0.8 g
£ c
'_
c S
= 300} "06 6
£ B
= ]
200F -04 E
100 -0.2
0 =0.0

Ethereum (Public) Bitcoin (Public)

Hyperledger Fabric (Permissiofemirum (Permissioned)

Blockchain Platform

Figure 5: Comparison of transaction cost and confirmation time across public and permissioned blockchain
platforms.

6.3 Prototype System Usability and Reliability

The engineers and inspectors were used as participant
designers to facilitate user experience testing and
determine the usability and reliability of the prototype.
Through feedback, the intuitiveness of the user interface
in seamlessly posting test logs and retrieving records
captured within the timestamp was emphasized. The
system proved to be very reliable in terms of testing
operations, as most transactions were successful, and
the error clear

management system provided

Define

Discover

Design

indications in the event of unsuccessful transactions.
The adoption process, which already had established
processes in place, was flawless, and users have
expressed a greater sense of certainty regarding the
originality of the test data.

As shown in the Figure below, the prototype’s usability
and reliability were evaluated through user testing with
engineers and inspectors, highlighting the system’s
intuitive interface, robust transaction success rate, and
effective error management.

Plan &
Implement

Prototype
& Test

Figure 6: foundations-of-user-testing-and-prototyping
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6.4 Case Simulation: Inspection and Verification Case

An imaginary checkup setting was implemented to
the
functionality during regular quality assurance checks

assess success of the system's verification
(34). Inspectors retrieved the blockchain ledger to check
timestamps and the integrity of concrete test records
that had been

significantly decreased as verification was fast, and

recorded on-site. Inspection was
there was no need for manual verification through paper
records. The simulation also showed that the system
could identify latent or missing test entries, enabling
forward-looking project management and regulatory
compliance.

6.5 Traditional System Benchmarking

The implemented timestamping system, based on
blockchain technology, was benchmarked against
conventional concrete test log management systems
using key parameters such as security, efficiency, and
traceability. The blockchain
traditional paper-based or centralized digital record

systems by providing superior quality checks, enhanced

system outperformed

verification against data tampering, and transparent
audit trails. Although the initial setup required more
effort, automation ultimately improved operational
efficiency and reduced individual error checking. The
benchmarking exercise demonstrated that blockchain
integration is feasible and adds significant value to
construction quality assurance processes (22).

7. Benefits of Blockchain Timestamping

The blockchain-based implementation of timestamping
concrete test logs addresses the timely logging of
concrete test results as a significant issue in civil
engineering, offering advantages in terms of quality
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assurance. The benefits do not only stop at data
security; they also continue to provide increased
accountability, regulation, and better data management
overall, which have the effect of making construction
projects much safer and more dependable.

7.1 Immutability and Traceability

The primary benefit of blockchain timestamping is its
immutability. A specific test log that has been hashed
and put at the blockchain becomes, in effect, tamper-
proof. This means that it is easy to detect any effort to
modify the test results or timestamps following the
application, as the cryptographic hash associated with
the original data will no longer match. Such integrity of
data is essential in civil engineering, where material
quality is meticulously recorded, and information plays
a direct role in ensuring the safety of structures and
projects. Besides immutability, blockchain offers total
traceability. All transactions on the distributed ledger
contain metadata, timestamps, the origin, and digital
signatures of the transaction sender, producing a
complete chain of evidence. The traceability enables
engineers and inspectors, as well as stakeholders, to
follow the entire history of the concrete test logs from
(23). This kind of
transparency discourages fraud and negligence while

collection to final approval
also facilitating the quick detection and correction of
discrepancies. The strength of this audit trail fosters
confidence between project groups and regulatory
bodies that the construction materials will meet the
required standards.

As illustrated in Figure below, different types of
blockchain provide varying levels of immutability and
traceability, which are crucial for ensuring tamper-proof
and fully auditable concrete test logs in construction
projects.
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Blockchain

Figure 7: Types of blockchain.

7.2 Promotes Project Accountability and Safety
Guarantee

Blockchain timestamping increases project
accountability by creating a trustworthy, verifiable
historical record of every concrete test conducted
the Unlike

conventional methods, which rely heavily on manual

throughout construction lifecycle.
input and paper records and are therefore more
susceptible to data manipulation and fraud, blockchain
ensures automatic data entry and immutable records.
This technology significantly reduces the likelihood of
human error and unethical behavior that could
compromise structural integrity (28, 29). Blockchain
technology enables project managers and safety
authorities to implement strict safety measures by
presenting real-time, verifiable data on meeting testing
deadlines and quality standards. It enables the prompt
identification of missing test logs or those that are out
of specification, allowing measures to be taken before
construction continues. Therefore, the possibility of
structural defects or expensive rework is reduced, which
increases the safety of built environments. Increased
accountability also encourages professionalism and hard
work in all delineators, including on-site technicians and
senior engineers, as all activities become traceable and

auditable.

7.3 Enhances compliance legalities and regulatory
audits

Compliance is another crucial aspect of construction
projects, and agencies typically require detailed records
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to demonstrate that the materials and processes used
comply with specific codes and standards. This is made
much easier using blockchain timestamping, which
provides regulators with direct access to host
immutable, timestamped data of concrete test logs.
Such transparency makes auditing more efficient and
eliminates the administrative hassle for both the
construction companies and inspectors. Additionally,
they are utilized in legal matters for dispute resolution
or claim investigation, as they serve as trustworthy
records through blockchain technology. The distributed
nature of blockchain prevents the risk of record
corruption or partial disclosure, which enhances the
trustworthiness of the presented information. This
aspect can defend construction companies against false
claims while also ensuring that genuine quality issues
are promptly registered and addressed. Blockchain
facilitates

timestamping, consequently,

transparent and equitable

a more

legal system in the

construction industry.
7.4 Enhances the Durability of Data and Its Availability

It is common for concrete test data to need to be stored
over long periods, often decades, as required under a
(10).
Conventional methods of storage, such as the use of

contract, regulatory, or safety regulations

physical paper files or centralized computer databases,
carry risks of data loss due to damage, obsolescence, or
the
advantage of prolonged data storage, as records are

cyberattacks. Blockchain systems also have
stored across multiple nodes in the chain; therefore,

there is no single point of failure. A hybrid system that
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puts key hashes on-chain and leaves the bulk data in
secure and scalable off-chain storage solutions is the
best of both worlds. It makes the data persistent and
easy to retrieve and confirm at any point in the future
without the prohibitive costs of storing the data on
blockchains. Historical test logs can be retrieved and
accessed by users to ensure their integrity, even years
after the project has ended. This ease of access
facilitates continuous maintenance and inspection, as
well as future rehabilitation, due to a credible source of
material quality history.

Blockchain timestamping changes the process of
managing concrete test logs by incorporating security,
transparency, and efficiency into the data lifecycle itself.
The following benefits of immutability, accountability,
compliance, and data preservation make a significant
contribution to the improvement of the quality and
safety of civil engineering projects. These advantages
are poised to become part of the industry's best practice
as the technology establishes itself as the new standard
for construction quality assurance in a global context, as
it matures and gains widespread adoption.

8. Challenges and Limitations
8.1 Technical Barriers: Latency, Scalability, and Storage

Blockchain timestamping in the construction industry is
promising, but it has certain technical limitations.
Latency, being the time lag between transaction
submission and its validation in the blockchain, is one of

the greater concerns. When a transaction is being

= =

Database

Hash
Summary

validated in a public blockchain network, it may take a
few seconds or even minutes, thus becoming a
bottleneck in recording a concrete test log in real-time
or near real-time. Such latency has the potential to
impede rapid construction processes, and the system's
design must be strategic in eliminating these delays.

Another major problem is scalability. The blockchain
network must handle a higher transaction throughput as
the number of test logs grows, without compromising
performance. Most existing blockchain platforms

support only a limited number of concurrent

transactions, raising concerns about their capacity to
manage large volumes of transactions in construction
projects. These affect
responsiveness and user experience if proper scaling

limitations could system
solutions are not implemented (30). There is also the
issue of space in terms of storage. Although blockchain
immutability is a significant strength, hosting raw test
data in enormous quantities on the chain is cost-
prohibitive and inefficient. Therefore, a hybrid storage
methodology is needed. Still, it introduces complexity in
terms of establishing secure connections with verifiable
links between on-chain hashes and off-chain data
storage that are possible. The integrity and availability

of off-chain data are a significant point of vulnerability.

As the distributed
timestamping model based on a continuously verifiable

depicted in Figure below,
delay function addresses technical challenges such as
latency, scalability, and secure linkage between on-
chain and off-chain data in blockchain timestamping

systems.

Distributed
Timestamp Servers
l Verifiable Delay

—-—|  |—

Function
Blockchain

Figure 8: Distributed timestamping model for blockchain based on a continuously verifiable delay function.
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8.2 Resistance and knowledge gaps in the industry

The construction sector, which has always been
conservative and process-driven, tends to oppose
technological change quickly. The creation of blockchain
technology is relatively new, and its intricate underlying
principles create an uphill learning curve for many
practitioners. Project managers, engineers, and
inspectors may be unfamiliar with blockchain and are,
therefore, skeptical or opposed to implementing new
systems. This opposition is further exacerbated by the
fear of hindering existing work processes and the
uncertainty of return on investment (ROI) (32). Unless a
specific set of training procedures is implemented and
the benefits of any kind are explicitly demonstrated,
blockchain solutions are unlikely to gain traction. The
barriers should be mitigated through active education,
pilot projects, and stakeholder engagement to foster

confidence and a culture that is open to innovation.
8.3 Trade-offs Between Public and Private Blockchain

The use of either public or private blockchain networks
entails significant trade-offs that impact security,
Public

blockchains offer the highest levels of transparency and

transparency, cost, and access control.
decentralization, which can enhance trust; however,
they may also expose sensitive project information to
third parties. Additionally, transaction fees on public
networks tend to be high, and transaction processing
times are often longer (17). These issues are mitigated
by private or permissioned blockchains, which enable
greater transaction throughput, are more privacy
sensitive, and only provide to verified
participants.  This

introduces reliance on a trusted party or consortium,

access

enhanced control, however,
which can undermine the concepts of decentralization
and resilience. The governance system of closed
blockchains may also be complex, with issues of
responsibility and conflict of Interest arising. These
trade-offs are essential to balance during the design of a
blockchain timestamping system that incorporates
concrete test logs since the option also influences legal

compliance and stakeholder acceptance.
8.4 Safe Handling of Sensitive or Private Data

Concrete test logs can be regarded as sensitive
information, such as proprietary mix designs, project
schedules, or personnel identifiers. A primary task is to
ensure that such information can be kept secret while
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The
distributed ledger of blockchain is, by nature, immutable

benefiting from  blockchain  transparency.
and can be accessed by many members simultaneously,
thereby making on-chain storage of private data poorly
suited in most use cases. Any data may be encrypted
before submission, but encrypting in a multi-party
setting introduces complexity due to the need to handle
keys securely. Moreover, the development of off-chain
storage will require high levels of security to avoid
unauthorized access to information or data loss.
Enforcing data privacy policies and meeting the
requirements of regulations, such as the GDPR, is
essential for integrating identity and access
management tools with blockchain solutions. Although
the possibilities provided by timestamping on the
blockchain are revolutionary in the context of concrete
test log control management, it is essential to address
the technical, organizational, and privacy issues that are
crucial to the successful application of the strategies
mentioned earlier. To overcome these limitations,
future research, development, and collaboration among
technology suppliers, construction experts, and
regulators will be necessary to unleash the full power of

blockchain in civil engineering (6).

9. Recommendations
9.1 Pilot Deployments in Critical Infrastructure Projects

The  practical adoption of  blockchain-based
timestamping in concrete testing is suggested (33).
Adoption is recommended to begin by initiating pilot
deployments in critical infrastructure projects. This is
the kind of project where utmost quality assurance and
safety are required, offering the perfect setting to
showcase the value of the technology. The pilots help
stakeholders identify performance, applicability, and
integration issues of the system in actual operational
settings, thereby providing opportunities for iterative
improvement before wider implementation. Industry
confidence and demonstrable evidence of improved
data integrity and workflow efficiency can be achieved
through successful pilot projects, which can serve as

case studies.

As shown in Figure below, key attributes of

blockchain—such as transparency, and

it
deployments in critical infrastructure projects where

security,

decentralization—make well-suited for pilot

data integrity and safety are paramount.
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Figure 9: Attributes of Blockchain.

9.2 Hybrid or Permissioned Blockchain Adoption

Due to the technical and privacy concerns associated
with construction projects, it is recommended that
hybrid or permissioned blockchain designs be adopted.
Such models are both transparent and access-
controlled, as parties with the right to access can
interact without disclosing confidential information to
the outside world. Permissioned blockchains offer lower
latency and transaction costs while providing
immutability and traceability. Hybrid solutions that use
both the on-chain hashing along with off-chain bulk data
storage balance performance and scaling. The choice of
blockchain model should depend on the project's
security demands and regulations, as well as the

preferences of the stakeholders.
9.3 Field Professional Training and Awareness

The performance of such a move is largely dependent on
how knowledgeable and prepared field professionals,
such as engineers, inspectors, and project managers,
are. There is a need to design comprehensive training
and sensitization sessions to close the knowledge gap
regarding blockchain technology. Such programs should
focus on practical demonstrations, hands-on sessions,
and a clear understanding of how blockchain technology
enhances data integrity and project accountability. The
more familiar and trusted the system is, the less
resistance will be, and the more active the engagement
will be. Early adopters should be provided with ongoing
assistance and support to address any questions and
technical issues that may arise.
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9.4 Architectural and Regulatory Involvement in
Standardization

The final is the
participation by government agencies and regulatory

challenge importance of active
bodies in establishing standard protocols, including
blockchain timestamping, within concrete testing.
Interest in the adoption of blockchain validation can be
spurred by its implementation in regulatory compliance
and quality assurance platforms. There should be joint
efforts to establish data privacy, data security, data
the legal acceptability of
By establishing national or

interoperability, and

blockchain records.
international standards, uniformity will be achieved
throughout all projects and jurisdictions, resulting in
homogeneous practices that enhance transparency in

the construction industry, particularly in terms of safety.
9.5 Design of Open-Source, Modular Solutions

It is proposed to build generic, open-source blockchain
timestamping systems designed to serve use cases
relating to construction, promoting mass adoption and
innovation. Modular designs enable flexible integration
with various testing devices, software tools, and storage
devices, accommodating the different specifications of
different projects. Open-source development promotes
candor, collaborative work, and rapid enhancement,
with a lower entry barrier for smaller companies
emerging in new markets. Additionally, open standards
promote interoperability, ensuring that timestamping
solutions can work seamlessly with other digital
construction technologies, such as Building Information
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Modeling (BIM) and Internet of Things (loT) sensor
networks.

10. Future Directions

10.1 IoT and Sensor Integration for Real-Time Test
Monitoring

Future advancements in blockchain timestamping for
concrete test logs are likely to involve the integration of
Internet of Things (loT) devices and sensors. By installing
loT sensors on concrete test equipment or directly on
the concrete itself, it is possible to monitor the process
in real-time, specifically temperature, humidity, and
gain in strength. These real-time data streams can be
stored securely and permanently when combined with
blockchain, providing dynamic and granular information
about the material's quality. This will not only increase
the level of transparency but also enable proactive
decision-making, including providing early warning of
effects that impact

anomalies or environmental

concrete curing.
10.2 Al in Concrete Test Trend Predictive Analysis

Artificial (Al) and machine
algorithms present promising opportunities to analyze
the vast datasets generated by blockchain-based

timestamping systems (2). Through the various patterns

intelligence learning

found in test logs and environmental conditions
acquired over extended periods, Al models can identify
trends and make future predictions regarding concrete
batch performance forecasts. This predictive capability
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can help evaluate risk assessment, mix design
optimization, and enhance scheduling, as it can predict
any potential quality issues before they occur. By
synergetically complementing Al with blockchain, a use
case can guarantee the overall trustworthiness of the
input data, safeguarding predictive analytics and making

them more accurate.

10.3 Interoperability with Building
Modeling (BIM)

Information

The integration of blockchain timestamping systems
with Building Information Modeling (BIM) platforms
represents a significant step toward holistic digital
(7). BIM
representation of a building's physical and functional

construction  workflows is a digital
aspects, taking into full consideration the design,
materials, and schedules of the project. Incorporating
real and proven concrete testing data on blockchain into
BIM models will enable stakeholders to accept tried and
tested records of quality directly on the digital twin of
the project. This interoperability enhances coordination,
facilitates lifecycle management, and makes the
community more likely to make decisions both during

and after construction and maintenance.

As illustrated in the Figure below, the interoperability
between blockchain timestamping systems and Building
Information Modeling (BIM) platforms enables seamless
integration of verified concrete test data into digital
project models, enhancing coordination and lifecycle
management.

OWNERS

| VA

BUILDING INFORMATION MODELING

CONSTRUCTION

Figure 10: Building information modeling
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10.4 Emerging National and Global Standards

The extensive proliferation of blockchain in concrete
testing is only possible with a set of strong national and
international standards that can be established (3).
Future work should focus on establishing standardized
and data

privacy protection,

behavior format specifications, time

signatures, and compatibility
guidelines. This point requires collaboration between
industry consortia, standards organizations, and
regulatory organizations to unify practices across
jurisdictions and project types. These norms will be clear
and consistent, enabling the regulation to be accepted
the of

interoperable solutions by technology providers.

and fostering creation compliant and

10.5 Optimizing Blockchain Protocol to Construction
Workflows

With the evolution of blockchain technology, there will

Stake
Function

be a significant focus on streamlining other protocols to
meet the needs of the construction industry. It involves
improving scalability to support a large number of test
logs generated in large projects, decreasing latency to
enable near real-time, and energy efficiency to reduce
its carbon footprint. The construction process should
integrate and automate verification, dispute resolution,
facilitated by
consensus processes and smart contract functionality.

and auditing procedures tailored
An improved protocol will ensure that the blockchain
solutions used are viable, cost-effective, and minimally
adjusted to meet the changing requirements of quality

assurance in civil engineering.

As shown in Figure 10, the evolution of blockchain
consensus algorithms plays a crucial role in optimizing
blockchain protocols for construction workflows by
enhancing scalability, reducing latency, and improving
energy efficiency.

Not

Selected
A

No

--------------------------------------------------

Application
Specific

Figure 11: Evolution of blockchain consensus algorithms

11. CONCLUSION

This
integrated timestamping technology that will improve

research has developed a new blockchain-

the integrity, value, and transparency of test records on
concrete in civil engineering. Since concrete testing is
essential to confirm the safety of the structure and
successful project implementation, reliable and
unmanipulable recordkeeping is paramount. The older
systems that were based on paper or centralized
databases were usually prone to human fallibility, data
corruption, and data loss. The blockchain solution
proposed in this section mitigates these risks through

cryptographic hashing and the unalterable properties of
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distributed ledgers in order to ensure the safety and
integrity of a timestamped record of each test log. These

logs are directly recorded in concrete testing
equipment, transformed into distinct digital
fingerprints, debunked as confidentialities, and

published as transactions within a blockchain network.
Smart contracts, then, automate the verification as they
and the

guarantee the authenticity, the order,

permanence of each of the entries.

The system passed the test of reality and proved to be
helpful in the construction system, as far as a simulation

showed it and its feasibility. It enhances data
immutability significantly and enables real-time
https://www.theamericanjournals.com/index.php/tajet



identification of unauthorized alteration of data, thus
minimizing the possibility of fraudulent or inaccurate
reporting. It has increased transparency, which enables
engineers, inspectors, and project managers to maintain
high standards of quality. Rapid decision-making can be
achieved by providing real-time access to verified logs to
allow correction of the problems before structural
problems mount. In addition, the system makes
implementation of regulatory frameworks easier by
providing regulators with a direct connection to
immutable audit trails, reducing the administrative
burden of documentation, and increasing confidence.

The
challenges that needed to be overcome so that it could

research also found that there were some

be adopted widely. Technical concerns related to the
speed of transactions, scalability, and safe storage
should be solved by reaching the architectural layers, at
least using the hybrid models that overcome blockchain
with off-chain storage systems. Industry resistance that
was caused by the lack of familiarity with blockchain and
fear of workflow interruption demonstrates the
necessity of specific training and communication with
users. There is also a need to protect sensitive
construction data using strong encryption and role-
based access controls when working on permissioned

networks.

To address such difficulties, pilot projects in high-value
infrastructure should be adopted. Such pilots allow real-
world testing and response, where the real-world value
of blockchain timestamping can be evidenced to
stakeholders. Cooperation with the regulatory bodies at
the earliest phases of blockchain implementation can
also contribute to the development of similar protocols
and to making the blockchain-integrated quality
assurance systems fit legal and compliance principles. In
the future, one significant milestone in bringing
modernization to construction quality assurance is
The

revolutionize the method in which data is recorded,

blockchain  timestamping. technology  will
verified, and shared in the construction industry as the
technology evolves and becomes reflective of broader
digital trends. The possibility of integration into loT
devices to receive the sensor data in real-time, Al to
ensure predictive analytics, and BIM platforms that can
provide centralized project modeling add even more
value. Such synergies will bring unsurpassed precision,
selective coordination of the

responsibility, and
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construction lifecycle.

A new era, the industry is now at a critical crossroads
where blockchain and accompanying technologies
provide the means to transition from reactive quality
assurance to proactive quality assurance. This will
redefine the best practices and establish the attitude of
collaboration and innovativeness by implementing
transparency, efficiency, and trust across concrete test
workflows. With increasing adoption and standards
expansion, blockchain timestamping will allow it to
leave the niche innovation stage and become a critical
part of digital civil engineering. Such development will
not only boost construction safety and reliability but
resilient

also help generate more intelligent and

infrastructure in the future.
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